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Year 7 
Computing 

Subject Vision Statement 
Computing at KS3 equips learners with the knowledge and skills to understand, create and question the digital technologies that shape modern life. Students 
explore how computers process information, how artificial intelligence and machine learning work, and how data can be used responsibly and ethically. Through 
practical projects, they develop skills in problem-solving, modelling, classification, and decision-making using real-world examples such as smart speakers, 
chatbots, and business applications of AI. 
 
The vision emphasises not only technical knowledge—such as algorithms, models, data-driven systems, and reducing bias—but also the social, ethical, and 
creative dimensions of computing. Students will critically consider the impact of technology on individuals, businesses, education, and society. They will encounter 
opportunities to apply creativity, resilience, and logical thinking while also reflecting on the importance of fairness, inclusivity, and safe digital practices. 
 
By the end of KS3, learners will have a foundation that prepares them for future study in Computer Science, IT, and related fields. They will also have gained a 
wider awareness of digital literacy and AI-driven technologies, recognising how these affect careers, industries, and everyday life. 

Domains of Knowledge  
The Computing curriculum is organised into several domains of knowledge which are aligned with the national curriculum.  
These domains cover a wide range of concepts and skills.  

1. Using a Computer  
2. Using Media 
3. Spreadsheets 
4. Subway Challenge 
5. Computer Networks and Components  
6. Scratch Programming 

 
Declarative Knowledge: i.e. rules of the computing lab and why they matter, the purpose of emails, how to program in scratch etc.   
Procedural Knowledge: i.e. how to program in scratch, how to solve programming problems in scratch, write and send respectful emails etc.   

Key Concepts   
 

1. Using a Computer - By the end of this unit, students will use school computers and online tools safely and responsibly. They will create strong passwords, 
write respectful emails, and give helpful feedback to others. They will understand what cyberbullying is, the effects it can have, and how to deal with it in 
the right way. They will explore how to stay safe on social media and online games, and how to spot dangers like phishing and malware. Students will also 
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build their confidence in working with others online and presenting their ideas clearly to an audience 
 

2. Using Media - This unit focuses on the key concepts of using media responsibly and effectively. Students will develop digital literacy by learning to select 
appropriate software for different tasks, apply formatting techniques to make documents clear and professional, and use images legally by understanding 
copyright and Creative Commons licensing. They will explore the importance of intellectual property, credibility of online sources, and avoiding plagiarism 
through correct citation and referencing. Alongside this, students will investigate enterprise and entrepreneurship, researching role models such as 
Steven Bartlett. Finally, they will apply these skills to plan, design, and improve a blog that combines text, images, and layout choices suitable for an 
intended audience. 
 

3. Spreadsheets - Students will learn how to use spreadsheets to organise, analyse, and present data effectively. They will explore the structure of 
spreadsheets, including rows, columns, cells, and cell references, and apply formatting to make data clearer. They will use formulas and functions such as 
+, -, *, /, SUM, MAX, MIN, AVERAGE, and COUNTIF to perform calculations and analyse information. Students will also investigate the difference between 
data and information, and between primary and secondary sources, by collecting and interpreting their own data. They will develop skills in creating 
charts, sorting and filtering data, and using conditional formatting to spot patterns. Throughout the unit, students will build independence by completing 
practical spreadsheet tasks, designing forms, and applying their knowledge to real-life style problems. 
 

4. Subway Challenge - This is a business unit see business long term plan for unit breakdown  
 

5. Computer Networks and Components - In this unit, students will explore how communication has developed from historic methods like semaphore and 
telegrams to modern computer networks and the internet. They will learn what networks are, how data and information are transmitted, and why 
protocols are important for communication. Students will investigate key pieces of network hardware such as cables, hubs, servers, and routers, before 
comparing wired and wireless networks and understanding the importance of bandwidth. They will then examine the internet and the World Wide Web, 
learning how they are different, the services provided online (such as email, streaming, and the Internet of Things), and issues of privacy and security. 
Finally, they will study how web browsers, search engines, servers, and URLs work together to make the World Wide Web accessible. 
 

6. Scratch Programming - Students will learn how to use Scratch to design and program their own Mario-style game while building independence and 
problem-solving skills. They will discover how computers use inputs, storage, processes and outputs to run programs, and practise using variables to store 
information. By following step-by-step guides, students will gain confidence in coding sequences, moving sprites, adding interactivity, and passing 
messages between different parts of their game. They will regularly test and debug their work, making sure it runs smoothly. Along the way, students can 
take on extra challenges such as regenerating coins, creating win/lose screens, or adding new sprites, helping them to be creative, resilient, and confident 
in applying their programming knowledge. 
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Year 7  

Autumn Term 1 

Domains of Knowledge 
Using a Computer  

Key Concepts 

- Digital basics 

- Password security 

- Respectful communication  

- Cyberbullying awareness  

- Online safety and Social Media  

- E-safety threats 

- Protective strategies  

- Collaboration and presentation skills   

End Points  

-  Log in and use school computers, emails, and Google Classroom confidently 

- Create and use secure passwords and follow rules of the computing lab 

- Write and send respectful emails to teachers and peers 

- Communicate appropriately online, including giving and receiving constructive feedback 

- Understand what cyberbullying is, its effects, and how to respond safely 

- Plan, create, and present a short presentation on cyberbullying to peers 

- Recognise the risks of online interactions, including fake profiles and oversharing on social media 

- Know how to protect yourself online, including privacy settings, blocking/reporting, and safe posting 

- Identify online threats such as phishing, malware, and trolling, and explain how to stay safe from them 

Declarative Knowledge 

- Rules of the computing lab and why they matter 

- What makes a strong password and why security is important 

- The purpose of emails and the features of a respectful email 

- The difference between respectful and disrespectful online 
communication 

- What cyberbullying is, its effects, and safe responses 

- That online interactions may involve risks such as fake profiles or 
oversharing 

- The meaning of e-safety and its importance 

- Types of online threats (e.g. cyberbullying, phishing, malware, 
trolls) 

Procedural Knowledge 

- Log in to the school computer system, Google Classroom, and email 
accounts 

- Create and test strong passwords 

- Write and send a respectful email to a teacher/peer 

- Check inboxes, delete old emails, and use email tools appropriately 

- Give and receive constructive feedback online (using WWW/EBI, 
“sandwich” method) 

- Plan, create, and present a cyberbullying presentation for peers 

- Identify inappropriate or unsafe information on a social media 
profile and fix it 
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- Steps to protect yourself online (privacy settings, not sharing 
personal info, reporting/blocking) 

 

- Recognise signs of phishing emails and avoid clicking suspicious 
links 

- Research real-life malware incidents and explain their impact 

- Apply strategies to protect themselves and support others in online 
situations 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular  Extra-Curricular 
 

Autumn Term 2  

Domains of Knowledge:  
Using Media  

Key Concepts 

- Word processing skills 

- Using images responsibly  

- Evaluating credibility  

- Referencing and plagiarism  

- Research and entrepreneurship  

- Blog/Website creation  

- Digital literacy in business contexts   

End Points  

- Identify and apply key features of word processing software to format documents. 

- Select and use appropriate images, understanding copyright and Creative Commons licences. 

- Check and evaluate the credibility of online sources. 

- Understand citation, paraphrasing, and plagiarism, and apply correct referencing techniques. 

- Research and create a fact-based profile of an entrepreneur (Steven Bartlett). 

- Construct and publish a blog/website using Google Sites. 

- Design and format content to suit a target audience.  

Declarative Knowledge 

- What a word processor is and the key features it offers (formatting, 
mail merge, reports, contracts). 

- Why formatting is important (clarity, readability, highlighting key 
information). 

Procedural Knowledge  

- Use a word processor to format text and documents appropriately. 

- Select and insert appropriate Creative Commons images, resize, 
crop, recolour, and credit them correctly. 

- Apply techniques to check the credibility of digital sources (cross-
checking, evaluating authorship, checking publication dates). 
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- What copyright, Creative Commons licences, and intellectual 
property mean, and the consequences of misuse. 

- How to identify credible online sources (author, source, purpose, 
date, facts). 

- Definitions of citation, paraphrasing, and plagiarism. 

- What an enterprise and entrepreneur are, and key entrepreneurial 
characteristics and skills. 

- Features of blogs/websites and how layout, style, and originality 
affect audience engagement 

- Reference sources accurately using citations and avoid plagiarism 
when paraphrasing. 

- Research an entrepreneur (e.g., Steven Bartlett), gather relevant 
facts, and evaluate which information is suitable for a blog. 

- Construct and improve a blog/website using Google Sites, including 
adding original text, images, and appropriate formatting. 

- Design content that is clear, uniform, and appropriate for a target 
audience. 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular 
 

Extra-Curricular 
 

Spring Term 1 

Domains of Knowledge 
Spreadsheets   

Key Concepts 

- Understanding what data and information are, and the difference between them. 

- Identifying primary and secondary sources of data. 

- Recognising and using spreadsheet structure: rows, columns, cells, and cell references. 

- Entering and organising data effectively in spreadsheets. 

- Using basic formulas (+, −, ×, ÷) with cell references. 

- Applying autofill to replicate calculations quickly. 

- Using key functions in spreadsheets: 

- SUM, MAX, MIN, COUNTA 

- AVERAGE, COUNTIF, IF 

- Creating and formatting charts to represent data visually. 

- Applying sorting and filtering to organise data. 

- Using conditional formatting to highlight cells based on criteria. 

- Developing independence by working through self-guided spreadsheet tasks. 

End Points  

- Explain the difference between data and information, and identify primary vs secondary data sources. 

- Navigate and use spreadsheet software, recognising rows, columns, cells, and ranges. 

- Enter, format, and organise data in spreadsheets. 
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- Apply basic formulas (+, −, ×, ÷) and use autofill to extend calculations. 

- Use a range of functions (SUM, MAX, MIN, COUNTA, AVERAGE, COUNTIF, IF) to analyse data. 

- Create, format, and interpret charts to represent data visually. 

- Use sorting and filtering to organise and present data effectively. 

- Apply conditional formatting to highlight specific data automatically. 

- Work independently on spreadsheet tasks to solve problems and present findings. 

- Demonstrate understanding through a summative assessment covering key spreadsheet knowledge and skills.  

Declarative Knowledge:  

- The definition of data and information, and how they differ. 

- The meaning of primary data and secondary data. 

- The structure of a spreadsheet: rows, columns, cells, ranges, and 
cell references. 

- Symbols used in formulas: +, -, *, /, and =. 

- The purpose of common spreadsheet functions: 
o SUM – add values together 
o MAX – find the largest value 
o MIN – find the smallest value 
o COUNTA – count non-blank cells 
o AVERAGE – calculate the mean 
o COUNTIF – count cells that meet criteria 
o IF – return values depending on a condition 

- The role of charts in visualising data. 

- The purpose of sorting and filtering data. 

- What conditional formatting does in a spreadsheet. 

- That spreadsheets can be used to analyse, interpret, and present 
data clearly. 

Procedural Knowledge:  

- How to identify and reference cells (e.g., B2, A5:C7). 

- How to enter and format data in a spreadsheet. 

- How to apply formulas using cell references. 

- How to use autofill to replicate formulas or data quickly. 

- How to insert and use the following functions in practice: 
o =SUM(range) 
o =MAX(range) 
o =MIN(range) 
o =COUNTA(range) 
o =AVERAGE(range) 
o =COUNTIF(range, criteria) 
o =IF(condition, value_if_true, value_if_false) 

- How to create and format charts from a dataset. 

- How to sort and filter a dataset. 

- How to apply conditional formatting rules to highlight values. 

- How to analyse results from spreadsheet tasks and quizzes. 

- How to work through a spreadsheet task independently, applying 
the most appropriate tools. 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular 
 

Extra Curricular 
 

Spring Term 2  

Domains of Knowledge 
Subway Challenge – Business unit please refer to Business Long Term Plan  
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Summer Term 1 

Domains of Knowledge 
Computer Networks Components  

Key Concepts 

- Computer hardware – main components (CPU, RAM, motherboard, graphics card, power supply, hard drive, optical drive). Difference between 
hardware, software, and peripherals. 

- Performance – measuring computer speed (hertz) and storage (bits/bytes). Why different users need different performance. 

- Peripherals – input, output, and storage devices. Examples for different jobs. 

- Storage – difference between devices and media. Primary vs. secondary storage. Optical, magnetic, and solid state storage. 

- IoT – devices that connect to the internet and use sensors. Benefits and drawbacks of smart devices. 

- Networks – what a network is, why it is useful, how data moves. The role of protocols. 

- Networking hardware – cables, hubs, servers, and routers. 

- Wired and wireless – differences, examples (Wi-Fi, Bluetooth, 3G/4G/5G). Bandwidth and why it matters. 

- Internet and Web – difference between the internet and the World Wide Web. Services like email, VoIP, streaming. 

- World Wide Web – how browsers, servers, pages, search engines, URLs, HTTP/HTTPS, and domains work. 

End Points  

- Recognise the main components inside a computer and explain their purpose. 

- Understand the difference between hardware, software, and peripherals. 

- Compare computer performance using storage sizes and processing speeds. 

- Identify and categorise input, output, and storage peripherals. 

- Explain the difference between storage devices and media. 

- Distinguish between primary and secondary storage. 

- Compare optical, magnetic, and solid state storage, and choose suitable options for given tasks. 

- Explain what the Internet of Things is and discuss its benefits and drawbacks. 

- Define what a computer network is and explain why networks are useful. 

- Identify key pieces of networking hardware and their roles. 

- Compare wired and wireless networks and understand the term bandwidth. 

- Explain the difference between the internet and the World Wide Web. 

- Describe how online services such as email, VoIP, and streaming work. 

- Understand how the World Wide Web works, including browsers, servers, web pages, search engines, URLs, and domain names. 

Declarative Knowledge 

- Hardware is the physical parts of a computer (CPU, RAM, 
motherboard, graphics card, power supply, hard drive, optical 
drive). 

- Software is the programs that run on hardware. 

Procedural Knowledge  

- Identify and label the main components of a computer. 

- Explain the role of each component in a computer system. 

- Convert between units of storage (bits, bytes, KB, MB, GB, TB). 
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- Peripherals are external devices such as keyboards, mice, and 
monitors. 

- Computer performance is measured in hertz (speed) and bytes 
(storage). 

- Primary storage (RAM) is fast but temporary; secondary storage is 
slower but permanent. 

- Storage devices are the hardware; storage media are the physical 
items that hold data. 

- Types of secondary storage: optical, magnetic, and solid state. 

- IoT devices connect to the internet and use sensors to automate 
processes. 

- A computer network is when two or more devices are connected to 
share data. 

- Networking hardware includes cables, hubs, servers, and routers. 

- Wired networks use cables; wireless networks use radio waves. 

- Bandwidth is the amount of data transferred per second. 

- The internet is the global hardware network; the World Wide Web 
is the collection of websites and services on it. 

- The World Wide Web uses browsers, servers, web pages, search 
engines, URLs, and protocols like HTTP/HTTPS. 

- Convert between units of speed (hertz, kilohertz, megahertz, 
gigahertz). 

- Categorise devices as input, output, or storage peripherals. 

- Choose the most suitable storage device or medium for a scenario. 

- Compare optical, magnetic, and solid state storage for advantages 
and disadvantages. 

- Explain how an IoT system works using triggers, conditions, and 
actions. 

- Design or describe how a small network could be set up with given 
hardware. 

- Compare the advantages and disadvantages of wired and wireless 
connections. 

- Match online services (email, VoIP, streaming, IoT) with their 
purpose and features. 

- Break down the parts of a web address (protocol, domain name, 
top-level domain). 

- Explain why HTTPS is more secure than HTTP. 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular Extra-Curricular 

Summer Term 2  

Domains of Knowledge 
Scratch Programming  

Key Concepts 
Scratch basics 

- Understanding sprites, costumes, sounds, and backgrounds 

- Using the scripts area to build sequences of instructions 

- Inputs → Storage → Process → Output model of computing 

- Using variables to store and manipulate information 

- Creating and joining text outputs 
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Game development in Scratch (Mario project) 

- Setting up the Scratch environment and importing assets (sprites, sounds, backgrounds) 

- Programming sprite movement (Mario moving left, right, jumping) 

- Animating sprites (spinning coins, enemy movement) 

- Using broadcasts to send messages between game elements 

- Adding interactivity (collecting coins, losing lives, game over, winning screen) 

- Creating and using variables (lives, score/coins collected) 

- Expanding game features with challenges (extra lives, regenerating coins, squash enemies, start screen) 
Programming principles 

- Sequence: instructions must run in order 

- Selection: using conditional (if) statements to make decisions 

- Iteration: using loops to repeat actions 

- Problem solving and debugging by testing code frequently 

End Points  

- Be able to use Scratch confidently to create and edit sprites, backgrounds, and sounds. 

- Understand and apply the Input → Storage → Process → Output model in programming. 

- Build a complete, working Mario game in Scratch that runs smoothly when tested. 

- Demonstrate use of sequence, selection, and iteration in their coding. 

- Create and manage variables (e.g. for score and lives). 

- Use broadcast messages to coordinate interactions between different elements of the game. 

- Add interactive features such as collecting coins, defeating enemies, and displaying win/lose screens. 

- Show the ability to test and debug code independently. 

- Work independently, following structured guides and instructions, while demonstrating problem-solving and resilience. 

- Extend learning by adding extra features (e.g. regenerating coins, extra lives, start screen) or exploring further coding challenges (Hour of Code). 

Declarative Knowledge 

- Know that Scratch is a block-based programming environment 
using sprites, costumes, sounds, and backgrounds. 

- Know the Input → Storage → Process → Output model of how 
programs work. 

- Understand what a variable is and how it stores values. 

- Know that programs use sequence, selection, and iteration to 
control the flow of instructions. 

- Understand that broadcasts are used to send messages between 
different parts of a program. 

Procedural Knowledge  

- Set up a Scratch project by importing sprites, sounds, and 
backgrounds. 

- Program a sprite to move, jump, and interact with other game 
elements. 

- Use variables to track score, coins, and lives. 

- Apply sequences of instructions to control sprite behaviour. 

- Implement selection (if statements) to handle different outcomes 
(e.g. collision, winning, losing). 

- Use loops to repeat actions such as animations or enemy 
movement. 
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- Recognise the importance of testing and debugging in developing 
functional code. 

- Know that games can be extended with extra features to improve 
interactivity and challenge. 

- Create and use broadcasts to trigger events across sprites (e.g. 
game over, win screen). 

- Test and debug the game to ensure it works correctly. 

- Work independently to follow guides, solve problems, and extend 
the game with new features (e.g. extra lives, start screen). 

- Share and peer-test games to evaluate functionality. 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular Extra-Curricular 
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Year 8 
Computing 

Subject Vision Statement 
Computing at KS3 equips learners with the knowledge and skills to understand, create and question the digital technologies that shape modern life. Students 
explore how computers process information, how artificial intelligence and machine learning work, and how data can be used responsibly and ethically. Through 
practical projects, they develop skills in problem-solving, modelling, classification, and decision-making using real-world examples such as smart speakers, 
chatbots, and business applications of AI. 
 
The vision emphasises not only technical knowledge—such as algorithms, models, data-driven systems, and reducing bias—but also the social, ethical, and 
creative dimensions of computing. Students will critically consider the impact of technology on individuals, businesses, education, and society. They will encounter 
opportunities to apply creativity, resilience, and logical thinking while also reflecting on the importance of fairness, inclusivity, and safe digital practices. 
 
By the end of KS3, learners will have a foundation that prepares them for future study in Computer Science, IT, and related fields. They will also have gained a 
wider awareness of digital literacy and AI-driven technologies, recognising how these affect careers, industries, and everyday life. 

Domains of Knowledge  
The Computing curriculum is organised into several domains of knowledge which are aligned with the national curriculum.  
These domains cover a wide range of concepts and skills.  
 

7. Computer Systems  
8. Python Programming 
9. Developing for the Web  
10. Mobile App Development  
11. Marketing Mix & Business App Development  
12. Media – Inkscape  

 
Declarative Knowledge: computing facts and principles i.e. the principles of Computational thinking etc.   
Procedural Knowledge: i.e. writing flowcharts, Pseudocode or high-level programs  

Key Concepts   
 

1. Computer Systems - This unit covers the basics of computer systems, including hardware, software, and the Input–Process–Output cycle. It explains 
different types of storage, the role of the CPU and its cycle, and how speed and cores affect performance. Students apply this knowledge to wearable 
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systems like smartwatches, exploring their features, benefits, and drawbacks, before consolidating their learning through revision and peer review. 
 

2. Python Programming - This unit introduces learners to the fundamentals of Python programming. They begin by understanding what Python is, how to 
use print() for output, and the difference between strings and integers. They then explore variables and inputs, learning how to store and combine values 
with user input. Next, they build on this by performing calculations, using operators, and developing debugging skills to fix errors in their code. Selection is 
introduced through if, elif, and else statements, enabling decision-making in programs. Finally, learners apply their knowledge creatively with Turtle 
Graphics, using loops, shapes, colours, and coordinates to draw patterns with code 
 

3. Developing for the Web - This unit focus on understanding how business websites work and creating one to promote a chosen business idea. Learners 
explore the purpose of business websites, including informational and transactional functions, and how they help companies build an online presence, 
attract customers, and increase sales. They design logos and slogans to support brand identity, then apply digital skills using Google Sites to plan, build, 
and refine their website with multiple pages, links, images, and layouts. The project develops creativity, organisation, and technical ability, leading to a 
completed business website that is assessed and shared online 
 

4. Mobile App Development - This unit focuses on mobile app development, teaching how to design, decompose, and build apps using block-based 
programming. Learners explore key programming concepts such as sequence, selection, variables, user input, and event-driven programming, applying 
these through the development of the Tappy Tap App. They practise debugging, creating interfaces, and using success criteria to test and improve their 
work. The unit also links to business contexts, where apps showcase products, services, and payment methods, culminating in planning and storyboarding 
a business app project 
 

5. Marking mix & Business App Development – Business unit please refer to the Business Studies LTP  
 

6. Media Inkscape - In this unit, students will explore the fundamentals of vector graphics and how they differ from bitmap images. They will learn to use 
Inkscape to create and manipulate shapes, paths, and nodes, developing skills in grouping, combining, and editing objects. The unit also covers how vector 
graphics are scaled, the use of mark up in SVG files, and the common applications of vectors in icons, illustrations, and logos. Through creative projects, 
students will design their own graphics, with a focus on producing effective business logos that are simple, memorable, and professional 
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Year 8  

Autumn Term 1 

Domains of Knowledge 
Computer Systems  

Key Concepts 

- The Input – Process – Output (IPO) cycle and real-world examples 

- Difference between hardware (physical components) and software (programs/instructions) 

- Storage: purpose, types (primary vs secondary), and examples 

- Characteristics of storage devices: speed, capacity, portability, security, cost 

- Cloud storage: what it is, examples, advantages, and disadvantages 

- The CPU: definition, role as the "brain" of the computer 

- The Fetch–Decode–Execute cycle and its continuous role in processing 

- Main parts of the CPU: Control Unit (CU), Arithmetic Logic Unit (ALU), Registers, Clock 

- Factors affecting CPU performance: clock speed, cores, multitasking 

- Real-world impact of CPU performance (e.g., gaming, video playback) 

- Wearable computer systems: definition and examples (smartwatches, fitness trackers, smart glasses, VR headsets) 

- Components of wearables: CPU, sensors, display, battery 

- Uses of smartwatches (time, health tracking, GPS, communication, apps, notifications) 

- Advantages of smartwatches (health monitoring, notifications, efficiency, hands-free use) 

- Disadvantages of smartwatches (battery life, privacy, cost, distractions, limited power) 

- Importance of peer feedback and self-reflection to improve digital projects 

End Points  

- Understand what a computer system is and how it uses the Input–Process–Output cycle 

- Know the difference between hardware and software, with examples of each 

- Be able to explain the difference between primary and secondary storage, with examples of devices 

- Describe key features of storage devices (e.g., speed, capacity, portability, cost, security) 

- Explain what cloud storage is, with its advantages and disadvantages 

- Understand what the CPU is, its main parts (CU, ALU, Registers, Clock), and its role as the "brain" of the computer 

- Be able to describe the Fetch–Decode–Execute cycle and why CPU speed and cores matter for performance 

- Recognise what wearable computer systems are, including their components (CPU, sensors, display, battery) and uses (e.g., health, communication, 
navigation) 

- Evaluate the advantages and disadvantages of smartwatches as wearable devices 

- Apply knowledge and skills to design and present a smartwatch using digital tools (Paint and Google Slides) 

- Use peer feedback to review, improve, and refine digital work 
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Declarative Knowledge 

- Computer system = hardware + software, follows IPO model. 

- Hardware = physical parts; Software = programs/instructions. 

- Storage: primary (RAM, volatile) vs secondary (HDD, SSD, USB, SD, 
cloud). 

- Storage features: speed, capacity, portability, cost, security. 

- CPU = “brain,” runs Fetch–Decode–Execute cycle. 

- CPU parts: CU, ALU, Registers, Clock. 

- CPU speed: clock speed + cores. 

- Wearables (e.g., smartwatches) use CPU, sensors, display, battery. 

- Smartwatch uses: health, notifications, GPS, apps. 

- Advantages: convenient, health monitoring; Disadvantages: short 
battery, privacy, cost. 

Procedural Knowledge 

- Apply IPO model to real-world systems. 

- Identify/classify hardware, software, input, output devices. 

- Compare storage devices by features. 

- Select storage for specific needs. 

- Explain/apply Fetch–Decode–Execute cycle. 

- Analyse CPU performance in real-world tasks. 

- Design and present smartwatch project. 

- Evaluate wearable advantages/disadvantages. 

- Use peer feedback to improve work.  

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular  Extra-Curricular 
 

Autumn Term 2  

Domains of Knowledge:  
Programming  

Key Concepts 

- Purpose and history of Python as a programming language 

- Using print() to display text, numbers, calculations, and new lines 

- Difference between strings and integers 

- Writing and using comments to explain code 

- Creating, naming, and using variables to store values 

- Using input() to get and store user input 

- Performing calculations with mathematical operators (+, -, *, /) 

- Storing calculations in variables for reuse 

- Debugging: spotting and fixing common coding errors with error messages and print statements 

- Using selection (if, elif, else) to make decisions in programs 

- Applying comparison operators (==, >, <, etc.) in decision making 

- Combining conditions with variables and input for interactive code 

- Using Turtle Graphics to draw shapes and patterns with code 
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- Controlling a turtle object with commands for movement and drawing 

- Applying loops, colours, line styles, and coordinates to create visual designs 

End Points  

- Understand what Python is and why it is used 

- Use print() to display text, numbers, and calculations correctly 

- Explain the difference between strings and integers 

- Write comments to make code clearer and easier to read 

- Create and use variables to store and display information 

- Use input() to collect and store user responses 

- Perform calculations with mathematical operators and store results in variables 

- Identify and fix common errors using debugging strategies 

- Apply if, elif, and else statements to make decisions in code 

- Use comparison operators to evaluate conditions in programs 

- Combine variables, input, and conditions to make interactive programs 

- Import and use Turtle Graphics to draw with code 

- Create shapes, patterns, and designs using movement, loops, and coordinates in Turtle 

- Apply colour, line thickness, and fill to improve Turtle drawings 

Declarative Knowledge 

- Python is a simple, readable programming language that runs 
through an interpreter. 

- Comments (#) explain code but are ignored by the computer. 

- Data types include strings (text in quotes) and integers (whole 
numbers). 

- Variables store values and must follow naming rules (no spaces, 
symbols, or numbers first). 

- input() collects information from the user. 

- Mathematical operators: +, -, *, /. 

- Debugging means finding and fixing errors (spelling, brackets, 
undeclared variables). 

- Selection uses if, elif, and else to make decisions. 

- Comparison operators include ==, >, <, >=, <=. 

- Turtle graphics is a Python module for drawing with code. 

- Key Turtle commands: forward(), right(), penup(), pendown(), 
goto(), pencolor(), pensize(), begin_fill(), end_fill(), circle(). 
 

Procedural Knowledge  

- Use print() to display text, numbers, and calculations. 

- Use \n to create new lines in text. 

- Perform calculations in print() or by storing them in variables. 

- Create and assign variables; use them in maths and text outputs. 

- Combine text and variables in output. 

- Use input() to ask questions and store responses. 

- Apply mathematical operators in programs. 

- Debug by reading error messages and fixing mistakes. 

- Write if, elif, and else statements to control program flow. 

- Use comparison operators inside conditions. 

- Use Turtle to draw shapes and patterns. 

- Add colour, change line thickness, and fill shapes with Turtle. 

- Use loops in Turtle to repeat commands and create patterns. 
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Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular 
 

Extra-Curricular 
 

Spring Term 1 

Domains of Knowledge 
Developing for the Web   

Key Concepts 

- Purpose of business websites: promotion, brand building, attracting customers, and increasing sales 

- Types of business websites: informational vs transactional (e-commerce) 

- Planning a business idea for an online presence, choosing a name, and deciding on website structure and style 

- Importance of logos and slogans in branding; characteristics of an effective logo (simple, relevant, recognisable, memorable, timeless) 

- Using Google Sites to design and build a website, following step-by-step instructions 

- Developing a homepage with business name, logo, slogan, images, and possibly a map location 

- Expanding the site with additional pages, navigation buttons, and links 

- Enhancing design with images, varied layouts, and features such as a moving image or carousel 

- Organising work effectively with folders, checklists, and weekly tasks 

End Points  

- Understand the purpose of business websites and the difference between informational and transactional sites 

- Plan a business idea, including name, pages, structure, and design features 

- Create a business logo and slogan that reflect brand identity 

- Use Google Sites to build and develop a business website with multiple pages and navigation links 

- Include key design elements such as a homepage, images, and layout features (e.g. maps, carousels) 

- Organise work effectively using digital folders, checklists, and structured weekly tasks 

- Finalise and present a complete business website that meets project requirements and passes assessment  

Declarative Knowledge:  

- Purpose of business websites in promoting brands, attracting 
customers, and increasing sales 

- Difference between informational and transactional (e-commerce) 
websites 

- Key features of an effective business logo: simple, relevant, 
recognisable, memorable, timeless 

- Role of slogans in branding and examples from well-known 
companies 

Procedural Knowledge:  

- Plan a business idea, including name, target audience, structure, 
and design 

- Create and save digital work in organised folders and follow a 
project checklist 

- Design and produce a business logo and slogan relevant to the 
chosen business idea 

- Build a business website using Google Sites, adding pages, links, 
and buttons 



18 
 

- Importance of good website design (multiple pages, navigation, 
images, layout, interactivity) 

- Insert and arrange images, logos, maps, carousels, and other layout 
features into the website 

- Finalise and submit the completed website for assessment, 
demonstrating a finished online presence 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular 
 

Extra Curricular 
 

Spring Term 2  

Domains of Knowledge 
Mobile App Development  
 

Key Concepts 

- Apps as software applications 

- Decomposition to break problems down 

- Event-driven programming (user actions trigger code) 

- Sequence, selection, and variables in coding 

- User input with text boxes, checkboxes, buttons 

- Debugging to fix errors 

- GUI design and customisation 

- Testing against success criteria 

- Tappy Tap App project development 

- Business apps for products, services, and payments 

End Points  

- Understand what an app is and its role in business and everyday life. 

- Apply decomposition to break down complex problems into manageable parts. 

- Use event-driven programming to make apps respond to user actions. 

- Apply core coding concepts: sequence, selection, and variables. 

- Collect and process user input through GUI elements like text boxes, checkboxes, and buttons. 

- Design and customise a clear and functional graphical user interface (GUI). 

- Debug code effectively to identify and fix errors. 

- Test apps against success criteria to check functionality and usability. 

- Create a fully functioning Tappy Tap App with welcome screen, gameplay, scoring system, and navigation. 

- Plan, storyboard, and present an original business app concept, considering customer needs and payment methods 
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Declarative Knowledge: 

- What an app is and its purpose in business and everyday life. 

- The meaning of decomposition and why it is important. 

- What event-driven programming is and examples of events. 

- Definitions of sequence, selection, and variables in coding. 

- The role of user input in apps (text boxes, checkboxes, buttons). 

- The importance of debugging and success criteria. 

- Features of an effective GUI and app design 

Procedural Knowledge:  

- How to decompose a problem into smaller tasks when designing an 
app. 

- How to use event handlers to respond to user input. 

- How to apply sequence, selection, and variables in block-based 
coding. 

- How to debug by spotting and fixing errors in code. 

- How to design and customise GUI elements for usability. 

- How to test an app against success criteria. 

- How to build the Tappy Tap App with welcome screen, gameplay, 
scoring, and navigation. 

- How to storyboard and present a business app idea, including 
products, services, and payment options. 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular Extra-Curricular 
 

Summer Term 1 

Domains of Knowledge 
Marking mix & Business App Development – Business unit please refer to the Business Studies LTP  

Summer Term 2  

Domains of Knowledge 
Media - Inkscape 
 

Key Concepts 

- Vector graphics are made from paths, while bitmap graphics are made from pixels. 

- Vectors can be scaled without losing quality, unlike bitmaps. 

- Inkscape tools allow shapes to be drawn, coloured, resized, rotated, and ordered. 

- Objects can be grouped, aligned, distributed, and combined in different ways. 

- Shapes can be converted to paths and edited using nodes. 

- SVG markup shows how vector graphics are defined and can be changed. 

- Vector graphics are commonly used for icons, illustrations, and logos. 

- Effective logos are simple, memorable, relevant, and timeless. 

- Projects give opportunities to plan, create, and improve vector graphic designs. 
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End Points  

- Understand the difference between vector and bitmap graphics. 

- Use Inkscape tools to draw and manipulate a range of shapes. 

- Apply techniques such as grouping, aligning, distributing, and combining objects. 

- Convert objects to paths and edit them using nodes. 

- Recognise how SVG markup defines and edits vector graphics. 

- Explain why vector graphics are suited to logos, icons, and illustrations. 

- Create and refine a vector-based project, applying design principles. 

- Design an effective business logo that is simple, relevant, memorable, and professional. 

- Evaluate and improve work using feedback and assessment criteria. 

Declarative Knowledge: 

- Vector graphics are made from paths, while bitmap graphics are 
made from pixels. 

- Vectors scale without losing quality, unlike bitmaps. 

- SVG markup defines shapes and paths in vector graphics. 

- Vector graphics are commonly used for icons, illustrations, and 
logos. 

- Effective logos are simple, memorable, relevant, and timeless. 

Procedural Knowledge:  

- Use Inkscape tools to draw, resize, rotate, duplicate, and order 
shapes. 

- Group, align, distribute, and combine objects using operations. 

- Convert objects to paths and edit them with nodes. 

- Edit and refine graphics using SVG markup in Inkscape. 

- Plan, create, and improve vector-based projects such as logos, 
icons, and illustrations. 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular Extra-Curricular 
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Year 9 
Computing 

Subject Vision Statement 
Computing at KS3 equips learners with the knowledge and skills to understand, create and question the digital technologies that shape modern life. Students 
explore how computers process information, how artificial intelligence and machine learning work, and how data can be used responsibly and ethically. Through 
practical projects, they develop skills in problem-solving, modelling, classification, and decision-making using real-world examples such as smart speakers, chatbots, 
and business applications of AI. 
 
The vision emphasises not only technical knowledge—such as algorithms, models, data-driven systems, and reducing bias—but also the social, ethical, and creative 
dimensions of computing. Students will critically consider the impact of technology on individuals, businesses, education, and society. They will encounter 
opportunities to apply creativity, resilience, and logical thinking while also reflecting on the importance of fairness, inclusivity, and safe digital practices. 
 
By the end of KS3, learners will have a foundation that prepares them for future study in Computer Science, IT, and related fields. They will also have gained a wider 
awareness of digital literacy and AI-driven technologies, recognising how these affect careers, industries, and everyday life. 

Domains of Knowledge  
The Computing curriculum is organised into several domains of knowledge which are aligned with the national curriculum.  
These domains cover a wide range of concepts and skills.  
 

1. Cyber Security  
2. Representations  
3. Business Ownerships  
4. AI  
5. Project Management  
6. Option Choice – either Computer science or Digital Information Technology  

  
Declarative Knowledge: computing facts and principles i.e. the principles of Computational thinking etc.   
Procedural Knowledge: i.e. writing flowcharts, Pseudocode or high-level programs  
Conditional Knowledge: Problem solving 
 

Key Concepts   
 



22 
 

1. Cyber Security – This unit explores how to stay safe online and protect personal data in an increasingly digital world. Learners will examine the importance 
of e-safety, the risks posed by online threats such as malware, phishing, cyberbullying, and social engineering, and the value of personal data to individuals 
and organisations. They will also study different types of cyberattacks, the role of human error, and the impact of legislation like the Data Protection Act 
and Computer Misuse Act. Finally, the unit considers practical strategies and tools, such as firewalls, anti-malware, secure passwords, and two-factor 
authentication, that can help prevent cybercrime and keep systems secure 
 

2. Representations – This unit introduces how computers use binary to represent and process different types of data. Students will explore the binary number 
system, including how to convert between binary and denary, and how to perform binary addition. They will learn how characters are represented using 
ASCII codes, how images are stored as pixels using binary values, and how sound is digitised through sampling and digital processing. By the end of the unit, 
students will understand that all data in computer systems—numbers, text, images, and sound—is ultimately represented in binary 
 

3. Business Ownerships – This is a business studies unit please refer to the Business studies LTP  
 

4. AI - This unit introduces students to the world of Artificial Intelligence (AI), exploring how machines can simulate human intelligence through data-driven 
models and algorithms. It covers the different types of machine learning, classification techniques, and the importance of reducing bias in models. Students 
will see how AI is applied in real-world contexts such as business, education, and customer service, while also considering its limitations and ethical 
implications. The unit concludes by examining careers in AI, highlighting the diverse opportunities available and the skills needed to work in this rapidly 
developing field 
 

5. Project management - This unit introduces the key ideas of project management and how they are used in both IT and business. Students will learn how 
projects are planned, organised and delivered by setting clear goals, creating timelines, and assigning roles. They will explore the use of digital tools to 
manage tasks, track progress, and work as a team. The unit also looks at business concepts such as budgeting, resources and meeting customer needs, 
alongside IT concepts like using software to present ideas and manage data. By combining these skills, students will understand how effective planning and 
organisation help projects succeed in real-world situations. 
 

6. Option Choice – Computer Science - This unit explores the architecture and function of the CPU, focusing on how it processes data using the fetch-decode-
execute cycle and the roles of its main components. It introduces the Von Neumann architecture, including the use of specialised registers, and examines 
how performance is influenced by factors such as clock speed, cores, and cache. The unit also looks at the role of embedded systems, showing how 
processors are used in devices built for specific tasks. 
 
Option Choice – Digital Information Technology (DIT) - This unit explores how user interfaces are designed, the different types available, and their uses 
across devices. It considers factors that influence design, such as performance, accessibility, user needs, and technology. The unit also looks at how 
audience skills, demographics, and experiences shape design choices, while applying principles of layout, colour, fonts, and language. Psychological aspects 
like attention and intuitive design are introduced, alongside techniques for making interfaces efficient, such as shortcuts, feedback, and clear layouts. 
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Year 9 

Autumn Term 1 

Domains of Knowledge 
Cyber Security   

Key Concepts 

- Importance of e-safety and staying safe online 

- Risks from malware, phishing, cyberbullying, trolls, and other online threats 

- Value of personal data and how it is collected, used, or exploited 

- Difference between data and information, and the role of the Data Protection Act (2018) 

- How human error increases risks and the role of social engineering (e.g., phishing, smishing, blagging, shoulder surfing) 

- Understanding hacking, script kiddies, and the need for the Computer Misuse Act (1990) 

- Different types of malware (viruses, worms, Trojans, ransomware, spyware, adware) and their impacts 

- Use and risks of bots and botnets in cyberattacks 

- Common cybersecurity threats such as DDoS, brute force, ransomware, and internal threats 

- Protective measures including firewalls, anti-malware, auto-updates, secure passwords, biometrics, and two-factor authentication 

End Points  

- Understand what e-safety is and explain why it is important 

- Recognise different types of online dangers (malware, phishing, cyberbullying, trolls) and know how to respond to them 

- Explain the difference between data and information, and why personal data is valuable 

- Know the principles of the Data Protection Act (2018) and General Data Protection Regulations (GDPR) 

- Recognise how human error creates security risks and describe methods of social engineering (phishing, blagging, shoulder surfing, smishing) 

- Define hacking, understand the motives behind it, and explain the need for the Computer Misuse Act (1990) 

- Identify and describe common types of malware (viruses, worms, trojans, ransomware, spyware, adware) and their effects 

- Explain the impact of bots and botnets on society and online security 

- Identify major cybersecurity threats such as DDoS, brute force, ransomware, and insider threats 

- Describe and evaluate methods of protecting systems and data, including firewalls, anti-malware, auto-updates, secure passwords, biometrics, and 
two-factor authentication 

Declarative Knowledge 

- What e-safety is and why it is important 

- Types of online dangers: malware, phishing, cyberbullying, trolls 

- Difference between data and information 

- Why personal data is valuable and how it is used or misused 

- Principles of the Data Protection Act (2018) and GDPR 

- Methods of social engineering (phishing, smishing, blagging, 
shoulder surfing) 

Procedural Knowledge 

- How to stay safe online by applying e-safety rules (e.g., keeping 
profiles private, reporting cyberbullying, not sharing personal data) 

- How to identify phishing emails and suspicious online activity 

- How to respond to cyberbullying (e.g., block/report, tell a trusted 
adult, keep records) 

- How to spot secure websites (e.g., HTTPS, padlock symbol) 
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- Meaning of hacking, motives for hacking, and the role of the 
Computer Misuse Act (1990) 

- Types and characteristics of malware: viruses, worms, trojans, 
ransomware, spyware, adware 

- What bots and botnets are and how they can be misused 

-  

- Common cybersecurity threats such as DDoS, brute force, 
ransomware, and insider threats 

- Protective measures: firewalls, anti-malware, auto-updates, secure 
passwords, biometrics, and two-factor authentication 

- How to apply the principles of the Data Protection Act/GDPR when 
handling personal data 

- How to recognise and reduce risks from social engineering 
techniques 

- How to follow safe password practices and reduce the risk of brute 
force attacks 

- How to use cybersecurity tools such as firewalls, anti-malware, 
updates, and authentication methods 

- How to analyse risks by comparing probability and impact of 
different threats 

- How to evaluate protective measures and decide which are most 
effective in different scenarios 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular  Extra-Curricular 
 

Autumn Term 2  

Domains of Knowledge:  
Representations  

Key Concepts 

- The binary number system is the foundation of how computers represent and process data. 

- Converting between denary (decimal) and binary numbers. 

- Performing binary addition and understanding its rules (e.g. 1+1 = 10 in binary). 

- ASCII codes are used to represent characters as binary numbers. 

- Bitmap images are made of pixels, each represented by binary values; longer binary codes allow more colours. 

- Sound is digitised through sampling—measuring sound waves at intervals and recording them as binary numbers. 

- Digital processing applies mathematical operations to binary sound data to change how it is heard. 

- All forms of data (numbers, text, images, sound) must be converted into binary for computers to process. 

End Points  

- Understand the binary number system and why computers use it. 

- Be able to convert between binary and denary numbers. 

- Perform binary addition accurately. 

- Recognise how characters are represented in binary using ASCII codes. 

- Explain how images are represented using pixels and binary values for colours. 
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- Understand the process of sampling and how sound is represented in binary. 

- Describe how digital processing alters binary sound data to create effects. 

- Explain that all forms of data—numbers, text, images, and sound—are ultimately represented in binary 

Declarative Knowledge 

- Computers use the binary number system (base 2), unlike humans 
who use denary (base 10). 

- Binary uses only two digits: 0 (off) and 1 (on). 

- Denary and binary place values increase in powers of 10 and 2 
respectively. 

- Rules of binary addition (1+1 = 10, 1+1+1 = 11). 

- ASCII is the agreed system for representing text characters as 
binary codes. 

- Bitmap images are made of pixels, each represented by binary 
values; more bits allow more colours. 

- Sound is represented by sampling analogue waves at intervals and 
recording values as binary. 

- Digital processing changes how sound is heard by altering binary 
values. 

- All data (numbers, text, images, sound) in computers is represented 
in binary 

Procedural Knowledge  

- Convert between denary and binary numbers. 

- Perform binary addition, including carrying values across columns. 

- Use and interpret ASCII codes to identify or represent characters. 

- Create and decode simple binary images using pixels and binary 
values. 

- Explain how image quality relates to resolution and colour depth 
(bits per pixel). 

- Describe and demonstrate how sound is sampled and stored in 
binary. 

- Apply basic digital processing techniques to modify binary sound 
data 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular 
 

Extra-Curricular 
 

Spring Term 1 

Domains of Knowledge 
Business Ownerships – This is a business studies unit please refer to the business studies LTP   
 

Spring Term 2  

Domains of Knowledge 
AI  

Key Concepts 

- AI uses data-driven models and algorithms to simulate human intelligence. 

- Rule-based systems differ from data-driven approaches. 
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- Types of machine learning: supervised, unsupervised, and reinforcement. 

- Models represent real-world contexts and make predictions from data. 

- Classification and decision trees are used to assign data to categories. 

- AI models can be affected by bias if data is unrepresentative. 

- AI is applied in business and education to improve efficiency and support learning. 

- AI has limitations, including inaccuracy, bias, and ethical concerns. 

- Careers in AI span model creation, applications, and social/ethical research. 

End Points  

- Understand the difference between rule-based and data-driven systems. 

- Describe the main types of machine learning and their uses. 

- Explain how models are trained and tested using data. 

- Apply classification and decision trees to solve problems. 

- Recognise how bias can affect the accuracy and fairness of AI models. 

- Identify real-world applications of AI in business and education. 

- Evaluate the benefits, limitations, and ethical issues of AI. 

- Explore a range of careers linked to AI and the skills they require. 

Declarative Knowledge: 

- Definition of AI and difference between rule-based and data-driven 
approaches. 

- The three main types of machine learning: supervised, 
unsupervised, and reinforcement. 

- What a model is and how it represents real-world contexts. 

- How classification and decision trees work. 

- What bias in AI is and how it can affect outcomes. 

- Examples of AI applications in business (IT, marketing, customer 
service) and education (learning support, accessibility, marking). 

- The main limitations and ethical concerns of AI, including 
plagiarism. 

- Different career paths in AI (model creation, applications, ethical 
research). 

Procedural Knowledge:  

- Distinguish between rule-based and data-driven systems in 
examples. 

- Identify which type of machine learning is suited to a given task. 

- Train and test a simple model using labelled data. 

- Build and interpret a decision tree to classify data. 

- Analyse how bias may appear in datasets and suggest ways to reduce 
it. 

- Apply understanding of AI to evaluate real-world business and 
education scenarios. 

- Assess the reliability, accuracy, and ethics of AI systems. 

- Match AI careers to skills and roles, and reflect on personal interests 
in AI fields. 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular Extra-Curricular 
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Summer Term 1 

Domains of Knowledge 
Project Management – draft information – this is a Computing and Business Unit  

Key Concepts 

- What project management is and why it is important. 

- Planning a project using goals, timelines and tasks. 

- Assigning roles and responsibilities within a team. 

- Using digital tools to organise and track progress. 

- Understanding business factors such as budgets, resources and customer needs. 

- Applying IT skills to manage data and present ideas. 

- Recognising how planning and organisation help projects succeed. 

End Points  

- Know what project management is and its importance in IT and business. 

- Be able to plan a project using goals, timelines and tasks. 

- Work collaboratively by assigning and managing roles. 

- Use digital tools to organise, track and present project progress. 

- Understand the impact of budgets, resources and customer needs on projects. 

- Apply IT and business skills to deliver a successful project outcome. 

Declarative Knowledge: 

- What project management means and examples in IT and business. 

- Key project planning tools: goals, timelines, tasks, milestones. 

- Teamwork concepts: roles, responsibilities, collaboration. 

- Business considerations: budgets, resources, customer needs. 

- IT tools for project management (e.g., spreadsheets, presentations, 
project tracking apps). 

- How effective organisation improves outcomes. 

Procedural Knowledge:  

- Plan a project by setting clear goals and breaking down tasks. 

- Create and use timelines or simple Gantt charts to organise work. 

- Assign and manage roles within a team to share responsibility. 

- Use digital tools to record progress and present ideas. 

- Apply budgeting and resource planning to make realistic decisions. 

- Evaluate the success of a project and reflect on improvements. 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular Extra-Curricular 
 

Summer Term 2  

Domains of Knowledge 
Computer Science – 1.1 Systems Architecture 
 

Domains of Knowledge 
Digital Information Technology – Component 1 – Learning Aim A 
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Key Concepts 

- Purpose and function of the CPU as the "brain of the computer" 

- The fetch-decode-execute cycle for processing instructions 

- Main CPU components: control unit, cache (IAS), arithmetic logic 
unit (ALU) 

- The Von Neumann architecture and its importance in storing data 
and instructions together 

- Specialised CPU registers (e.g. program counter, MAR, MDR, IR, 
accumulator) and their roles in processing 

- Factors affecting CPU performance: clock speed, number of cores, 
cache size 

- The concept of overclocking and limitations of processor speeds 

- The role of embedded systems and examples in everyday devices 
(e.g. calculators, dishwashers, smart TVs) 

Key Concepts  

- Different types of interfaces such as text, menus, speech, sensors 
and GUIs. 

- Interfaces used on devices like computers, phones, appliances and 
entertainment systems. 

- Factors that affect design, including speed, ease of use, accessibility, 
hardware, software and storage. 

- Audience needs like disabilities, skill level, age, culture and past 
experiences. 

- Design principles such as colour, fonts, language, layout, consistency 
and amount of information. 

- Psychology in design – using colour, sound and visuals to grab 
attention and make interfaces intuitive. 

- Ways to make interfaces efficient, including shortcuts, clear 
feedback, undo functions, and easy-to-find buttons and links. 

End Points  

- Explain the purpose and function of the CPU. 

- Describe the fetch-decode-execute cycle. 

- Identify the main components of the CPU and their roles. 

- Explain the importance of the Von Neumann architecture. 

- Describe the function of key registers in processing instructions. 

- Explain how clock speed, cores, and cache affect CPU performance. 

- Recognise the limitations of processor speeds and the concept of 
overclocking. 

- Define embedded systems and give examples of their use in 
everyday devices. 

End Points  

- Know different types of interfaces and their uses. 

- Understand factors that influence interface design. 

- Recognise how audience needs affect design choices. 

- Apply design principles such as colour, fonts, language, and layout. 

- Understand psychological factors in design. 

- Use techniques to make interfaces efficient and easy to use. 

Declarative Knowledge: 

- The role and purpose of the CPU in a computer system. 

- The steps of the fetch-decode-execute cycle. 

- The functions of CPU components: control unit, ALU, cache. 

- The principles of the Von Neumann architecture. 

- The purpose of specialised registers (e.g. MAR, MDR, IR, program 
counter, accumulator). 

- Factors influencing CPU performance: clock speed, cores, cache 
size. 

Declarative Knowledge:  

- Types of user interfaces (text-based, GUI, speech, sensor, 
menu/forms). 

- Examples of devices and systems that use different interfaces. 

- Factors influencing design: performance, accessibility, user 
requirements, hardware/software. 

- Audience needs: accessibility, skill levels, demographics, culture, past 
experiences. 
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- The concept of overclocking and limitations of CPU speed. 

- What embedded systems are and examples of where they are used. 
 

Procedural Knowledge:  

- Explain how the CPU processes instructions using the fetch-decode-
execute cycle. 

- Describe how different components of the CPU work together 
during processing. 

- Analyse the role of registers in carrying out instructions. 

- Compare how clock speed, cores, and cache size affect CPU 
performance. 

- Discuss the advantages and limitations of overclocking. 

- Identify and explain examples of embedded systems in real-world 
devices. 

- Key design principles: colour, font, language, layout, consistency, 
information balance. 

- Psychological aspects: attention, perception, intuitive design, 
feedback, undo features. 

- Techniques for efficiency: shortcuts, feedback, clear buttons/links, 
object placement. 

 
Procedural Knowledge:  

- Analyse and compare different user interfaces, giving advantages and 
disadvantages. 

- Assess how user requirements and context affect the choice of 
interface. 

- Adapt designs to meet accessibility and audience needs. 

- Apply design principles to create clear and consistent interfaces. 

- Use psychology-based techniques (e.g., colour, sound, visuals) to 
guide users. 

- Implement efficiency techniques such as shortcuts, feedback, undo, 
and grouping tools. 

- Evaluate interfaces for effectiveness, usability, and efficiency. 

Assessment 
Diagnostic questions during lessons  
End of topic assessment every term   

Cross Curricular Extra-Curricular 
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Year 10 
Computer Science 

Subject Vision Statement 
At KS4, Computer Science provides students with a broad and ambitious curriculum that develops both theoretical understanding and practical programming skills in 
line with the OCR J277 specification. The vision is to equip students with the knowledge and confidence to understand how computer systems work, design and 
implement algorithms, and apply programming to solve real-world problems. 
 
The curriculum is structured around clear domains of knowledge, including systems architecture, data representation, networks, security, software, algorithms, 
programming, logic, and the ethical, legal and environmental impacts of technology. Interwoven through these areas are opportunities to develop problem-solving, 
computational thinking, and resilience, while gaining experience of applying theory through practical tasks and projects. 
 
Students will build declarative knowledge (facts, principles and concepts), procedural knowledge (practical skills such as writing code, using algorithms and debugging), 
and conditional knowledge (problem-solving and decision-making in context). They will also develop transferable skills in logic, critical thinking, creativity and 
collaboration, preparing them for further study, future employment, and participation in a digital society. 
 
The KS4 vision is not only to prepare students for success in examinations but also to inspire curiosity, innovation, and responsible engagement with technology in an 
ever-changing world. 

Domains of Knowledge  
The Computer Science curriculum is organised into several domains of knowledge which are aligned with the national curriculum.  
These domains cover a wide range of concepts and skills which are reflect within the OCR Computer Science J277 specification  
 
Component 1 Domains of Knowledge:  
 

13. Systems Architecture, Memory and Storage  
14. Data Representation 
15. Computer Network, Connections and Protocols   
16. Network Security and System Software  
17. Ethical legal, cultural and environmental impacts of digital technology  

 
Component 2 Domains of Knowledge:  
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1. Algorithms  
 

2. Programming  
 

3. Logic and Languages  
 

Alongside and interwoven into these domains, students are taught problem solving and practical programming skills. Students are encouraged to develop their practical 
programming skills and problem-solving abilities. This involves applying practical programming skills to real world problems and puzzles. It also includes looking at how 
computing is used in the real-world and providing students with real-world examples.  
 
Declarative Knowledge: computing facts and principles i.e. RAM is volatile and ROM is non-volatile  
Procedural Knowledge: i.e. converting binary numbers to denary and vice versa  
Conditional Knowledge: Problem solving 

Component 1 Key Concepts 
 

1. System Architecture, Memory and Storage  

- This domain focuses on the understanding of the: architecture of a CPU, its purpose, common components and their function, Von Neumann architecture, 
how common characteristics of the CPU affects performance and the purpose and characteristics of embedded systems 

- Understanding the functions, characteristics and differences of Primary and Secondary Storage 
2. Data Representation  

- This domain focuses on the understanding of: units of data storage, how data needs to be converted into a binary format to be processed by the computer, 
data capacity and calculation of data capacity requirements 

- Binary and hexadecimal conversions, binary shifts and binary addition  

- How characters, images and sound are represented in binary  

- The need for compression and the types of compression  
 

3. Computer Network, Connections and Protocols   

- This domain focuses on the understanding of: the types of networks, factors that affect the performance of networks, network hardware, the Internet as a 
worldwide collection of Computer Networks, network topologies 

- Modes of connection (wired & wireless), encryption, IP addressing and MAC addressing, standards and common protocols and the concept of layers 
 

4. Network Security and System Software  

- This domain focuses on the understanding of: Threats to computer systems and networks and identifying and preventing vulnerabilities  

- The purpose and functionality of operating systems, the purpose and function of utility software and types of utility software 
 

5. Ethical legal, cultural and environmental impacts of digital technology  
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- This domain focuses on the understanding of: the impacts of digital technology on wider society and legislation relevant to computer science 
 
Component 2 Key Concepts 
 

1. Algorithms 

- This domain focuses on the understanding of the: The principles of Computational thinking (Abstraction, Decomposition & Algorithmic Thinking) 

- Identifying the inputs, processes and outputs for a problem, structure diagrams, being able to create, interpret, correct, complete and refine algorithms 
using Pseudocode, flowcharts & reference language/high-level programming language, identifying common errors & trace tables 

- Standard searching algorithms (Binary & Linear Search) & standard sorting algorithms (bubble, merge & insertion sort) 
 

2. Programming 

- This domain focuses on the understanding of: the use of variables, constants, operators, inputs, outputs and assignments, the use of the three basic 
programming constructs used to control the flow of a program (Sequence, Selection & Iteration) the common arithmetic operators and the common 
Boolean operators (AND, OR & NOT) 

- The use of data types (integer, real, Boolean, character & string, casting), the use of basic string manipulation, the use of basic file handling operations, the 
use of records to store data, the use of SQL to search data, the use of arrays when problem solving (1D & 2D), how to use sub programs to produce 
structured code and random generation   

 
 

3. Logic and Languages 

- This domain focuses on the understanding of: defensive design considerations, input validation, maintainability  

- The purpose of testing, types of testing, identifying syntax & logic errors, selecting and using suitable test data, refining algorithms 

- Simple logic diagrams using the operators AND, OR & NOT, truth tables, combining Boolean operators using AND, OR & NOT, applying logical operators in 
truth tables to solve problems 

- Characteristics and purpose of different level programming language, the purpose of translators, the characteristics of a compiler & interpreters 

- Common tools and facilities in an Integrated Development Environment (IDE)  
 

Year 10 

Autumn Term 1 

Students are taught in a mixed attainment group. Students have access to Google Classroom to access resources used in lessons and extended learning tasks. All 
students have an account with Know-it-All Ninja [annual subscription]. The expectation is that this website is used for the completion of extended learning which can be 
tracked [percentage scores/how many times attempted] 
 
Component 1.1 was initially taught in the Summer term 2 of Year 9. A reteach will take place at the start of Year 10 [approx. 5 hours] to review content and links to 
Component 1.2  
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Systems Architecture  Memory and Storage  

Domains of Knowledge 
Systems Architecture, Memory and Storage 

Domains of Knowledge 
Systems Architecture, Memory and Storage   

Key Concepts 

- Architecture of the CPU 

- CPU Performance 

- Embedded Systems  

Key Concepts  

- Memory 

- Secondary Storage   

End Points  

- The purpose of the CPU: 
o The fetch-execute cycle 

- Common CPU components and their function  
o ALU (Arithmetic Logic Unit) 
o CU (Control Unit) 
o Cache 
o Registers 

- Von Neumann Architecture 
o MAR (Memory Address Register) 
o MDR (Memory Data Register) 
o Program Counter 
o Accumulator  

- How common characteristics of the CPUs affect their performance  
o Clock Speed 
o Cache Size 
o Number of Cores 

- The purpose and characteristics of embedded systems  

- Examples of embedded systems  

End Points 

- The need for primary storage 

- The difference between RAM & ROM  

- The purpose of ROM in a computer system 

- The purpose of RAM in a computer system 

- Virtual Memory 

- The need for secondary storage  

- Common types of secondary storage 
o Optical  
o Magnetic 
o Solid State 

- Suitable storage devices and storage media for a given purpose 

- The advantages & disadvantages of different storage devices & storage media 
relating to these characteristics 
o Capacity 
o Speed  
o Portability  
o Durability 
o Reliability 
o Cost  

  

Declarative Knowledge: 

- Describe the architecture of the CPU 

- Explain the purpose of the CPU as fetching and executing instructions 
stored in memory 

- Describe what actions occur at each stage of the fetch-execute cycle  

- Describe common CPU components and their function: ALU, CU, Cache, 
Registers 

Declarative Knowledge: 

- Explain the need for primary storage  
o Describe key characteristics and purpose of RAM & ROM  
o Explain the need for virtual memory  

- Describe the need for secondary storage including optical, magnetic and 
solid-state storage 

- Compare advantages and disadvantages between each type of storage 
device/medium  
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- Explain the role and operation of the following CPU registers used in Von 
Neumann Architecture: MAR, MDR, Program Counter Accumulator  

- Describe how common characteristics of CPUs affect their performance: 
clock speed, cache size, number of cores 

- Explain the purpose and given typical characteristics and examples of 
embedded systems  

- Discuss data capacity of storage devices and calculate data capacity 
requirements 

- Select suitable storage devices and storage media for a given application 
and the advantages and disadvantages if these, using characteristics: 
capacity, speed, portability, durability, reliability, cost 

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly  

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly   

Cross Curricular 
 
 
 

Extra-Curricular  
Programming Challenges  

Cross Curricular 
  

Extra-Curricular  
Programming Challenges 

Autumn Term 2  

Domains of Knowledge 
Data Representation 

Key Concepts 

- Units of data storage and binary numbers 

- Binary Arithmetic & Hexadecimal 

- Characters 

- Images  

- Sound 

- Compression   

End Points  

- The units of data storage (Bit, Nibble, Byte, Kilobyte, Megabyte, Gigabyte, Terabyte, Petabyte) 

- How data need to be converted into a binary format to be stored by a computer  

- Data capacity and calculation of data capacity requirements 

- How to convert positive denary whole numbers to binary numbers, hexadecimal numbers (up to and including 8 bits) and vice versa 

- How to add two binary integers together (up to and including 8 bits) and explain overflow errors which may occur 

- Binary shifts 

- The use of binary codes to represent character 

- The term ‘character set’ 

- The relationship between the number of bits per character in a character set, and the number of characters which can be represented, e.g. ASCII & Unicode 

- How an image is represented as a series of pixels, represented in binary 
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- Metadata 

- The effect of colour depth and resolution on: 
o The quality of the image 
o The size of an image file 

- How sound can be sampled and stored in digital form 

- The effect of sample rate, duration and bit depth on: 
o The playback quality 
o The size of a sound file 

- The need for compression and the types of compression (Lossy & Lossless)  
  

Declarative Knowledge:  

- Understand how data needs to be converted into a binary format to be processed by a computer  

- Explain the use of binary codes to represent characters 

- Explain the term ‘character set’ and the relationship between the number bits per character in a character set and the number of characters which can be 
represented (for example ASCII, extended ASCII and Unicode 

- Explain how an image is represented as a series of pixels represented in binary 

- Describe metadata 

- Describe the effect of colour depth and resolution on the size of an image file  

- Explain how sound can be sampled and stored in digital form  

- Explain the effect of sample rate, duration and bit depth on:  
o Playback quality  
o Size of a sound file 

- Explain the need for compression  

- Explain types of compression: lossy & lossless 
 
Procedural Knowledge: 

- Use the unit’s bit, nibble, byte, kilobyte, megabyte, gigabyte, terabyte & petabyte 

- Calculate file sizes of sound, images and text files 

- Calculate data capacity of devices and the required capacity for a set of files  

- Convert positive denary whole numbers into 8-bit binary numbers and vice versa 

- Add two positive binary numbers and explain overflow errors which may occur 

- Apply a binary shift and understand its effect 

- Convert positive denary whole numbers into 2-digit hexadecimal numbers and vice versa 

- Convert from binary to hexadecimal equivalents and vice versa 
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Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly  

Cross Curricular 
Binary and hexadecimal conversion [Maths]  

Extra-Curricular 
Programming Challenges 

Spring Term 1 

Domains of Knowledge:  
Computer Network, Connections and Protocols 

Key Concepts 

- The internet and wide area networks 

- Local area networks 

- Wireless networking  

- Client-server and peer-to-peer networks 

- Standards, protocols and layers 

End Points  

- Types of networks 
o LAN (Local Area Network) 
o WAN (Wide Area Network) 

- Factors that affect the performance of networks 

- The different roles of computers in a client-server & a peer-to-peer 
network  

- The hardware needed to connect stand-alone computers into a local 
area network  
o Wireless Access Points 
o Routers  
o Switches 
o NIC (Network Interface Card) 
o Transmission Media 

- The Internet as a worldwide collection of computer networks 
o DNS (Domain Name Server) 
o Hosting  
o The Cloud 
o Web servers and Clients  

- Star and Mesh network topologies  
 

- Modes of connection  
o Wired 

▪ Ethernet 
o Wireless  

▪ Bluetooth  
▪ Wi-Fi 

- Encryption  

- IP & MAC addressing  

- Standards  

- Common Protocols  
o TCP/IP (Transmission Control Protocol/Internet Protocol) 
o HTTP (Hyper Text Transfer Protocol)  
o HTTPS (Hyper Text Transfer Protocol Secure) 
o FTP (File Transfer Protocol) 
o POP (Post Office Protocol  
o IMAP (Internet Message Access Protocol) 
o SMTP (Simple Mail Transfer Protocol)  

o The concept of layers  
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Declarative Knowledge 

- Be familiar with Local and Wide Area Network types  

- Understand the factors that affect network performance  

- Explain the different roles of computers within client-server and peer-to-peer networks  

- Identify and describe the hardware needed to connect stand-alone computers into a LAN:  
o Wireless access points 
o Routers 
o Switches 
o NIC (Network Interface Card)  
o Transmission media 

- Understand that the Internet is a worldwide collection of computer networks 

- Describe what is meant by: 
o DNS (Domain Name System) 
o Hosting  
o The Cloud 
o Web servers and clients 

- Describe star and mesh network topologies  

- Describe modes of connection: 
o Wired (Ethernet)  
o Wireless (Wi-Fi, Bluetooth)  

- Describe the process of encryption to secure data across network connections  

- Describe the format and uses of IP address (IPv4 and IPv6) 

- Describe the use of MAC addressing within a network  

- Understand the principle of a standard to provide rules for areas of computing 

- Describe different protocols including TCP/IP, HTTP, HTTPS, FTP, POP, IMAP, SMTP 

- Describe the concept of layers, how they are used and the benefits of using layers 

-  

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly 

Cross Curricular 
 

Extra-Curricular 
Programming Challenges 

Spring Term 2  

Domains of Knowledge 
Network Security & Systems Software  

Domains of Knowledge  
Network Security & Systems Software 
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Key Concepts 

- Network Threats 

- Identifying and preventing system vulnerabilities  

Key Concepts 

- Operating Systems  

- Utility Software  
 

End Points  

- Forms of attack  
o Malware 
o Social Engineering 
o Brute-Force Attacks 
o Denial of Service Attacks 
o Data interception & theft 
o The concept of SQL injection  

- Common prevention methods 
o Penetration Testing 
o Anti-Malware Software 
o Firewalls 
o Passwords 
o User Access Levels  
o Encryption  
o Physical Security  

End Points  

- The purpose and functionality of operating systems:  
o User interface 
o Memory management and multitasking 
o Peripheral management and drivers 
o User management  
o File management  

- The purpose and functionality of utility software  

- Utility system software: 
o Encryption software 
o Defragmentation 
o Data Compression  

Declarative Knowledge 

- Understand forms of attack and threats to a network 
o Malware 
o Social engineering e.g. phishing, people as the ‘weak point’ in 

secure systems 
o Brute force attacks  
o Denial of service attacks 
o Data interception and theft 
o The concept of SQL injection  

- Identify and explain ways to prevent vulnerabilities  
o Penetration testing  
o Anti-malware software 
o Firewalls  
o User access levels 
o Passwords 
o Encryption  

Declarative Knowledge 

- Describe the purpose and functionality of operating systems  
o User interface 
o Memory management and multitasking 
o Peripheral management and drivers 
o User management  
o File management  

- Describe the purpose and functionality of utility software 
o Encryption software 
o Defragmentation 
o Data Compression 
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o Physical security  
 

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly 

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly 

Cross Curricular Extra-Curricular 
Programming Challenges 

Cross Curricular Extra-Curricular 
Programming Challenges 

Summer Term 1 

Domains of Knowledge 
Ethical, Legal, Cultural and Environmental Impacts of Digital Technology 

Key Concepts 

- Computer systems in the modern world 

- Ethical, cultural and environmental issues 

- Legislation and privacy 
 

End Points  

- Issues related to Computer Science technologies:  
o Ethical issues 
o Legal issues 
o Cultural issues 
o Environmental issues 
o Privacy issues 

- How key stake holders are affected by technologies  

- Environmental impacts of Computer Science 

- Cultural implications of Computer Science 

- Open Source with Proprietary software 

- Legislation relevant to Computer Science:  
o The Data Protection Act 2018 
o Computer Misuse Act 1990  
o Copyright Designs and Patents Act 1988 
o Software Licences (open source and proprietary)  

Declarative Knowledge 

- Investigate the following issues related to Computer Science technologies:  
o Ethical issues 
o Legal issues 
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o Cultural issues 
o Environmental issues 
o Privacy issues 

- Understand how key stake holders are affected by technologies  

- Consider the environmental impacts of Computer Science 

- Consider the cultural implications of Computer Science 

- Compare Open Source with Proprietary software 

- Study Legislation relevant to Computer Science:  
o The Data Protection Act 2018 
o Computer Misuse Act 1990  
o Copyright Designs and Patents Act 1988 
o Software Licences (open source and proprietary) 

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly  

Cross Curricular 
Geography  
RS  

Extra-Curricular 
Programming Challenges 

Summer Term 2  

Component 1 content will have been taught up to this point in the year. Students will begin component 2 by completing Algorithms in this term.  
Students will continue to be assessed on component 1 topics as well as re-teaches where necessary  

Domains of Knowledge 
Algorithms  

Key Concepts 

- Computational thinking  

- Interpret, correct or complete algorithms  

End Points  

- Principles of computational thinking  
o Abstraction  
o Decomposition  
o Algorithmic thinking  

- Identify the inputs, processes, and outputs for a problem 

- Structure diagrams  

Declarative Knowledge 

- Understand computational thinking methods including abstraction, decomposition and algorithmic thinking  
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Procedural Knowledge  

- Apply computational thinking methods to problems  

- Produce simple diagrams to show  
o The structure of a problem  
o Subsections and their links to other subsections  

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly 

Cross Curricular 
 

Extra-Curricular 
Programming Challenges 
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Year 10 
Digital Information Technology 

Subject Vision Statement 
At KS4, Digital Information Technology empowers students to develop both technical understanding and practical skills that prepare them for further study and 
the modern workplace. The curriculum combines theoretical knowledge of modern technologies, cyber security, data handling, and the wider implications of IT 
systems with applied, hands-on experience of project planning, interface design, data analysis, and digital working practices. 
 
Students gain declarative knowledge of concepts such as networks, cyber security, digital systems, legal and ethical considerations, and the impact of technology 
on organisations and individuals. They also build procedural knowledge through designing and reviewing user interfaces, manipulating data, creating dashboards, 
and managing projects. 
 
The vision is to develop digitally literate, adaptable learners who can think critically about the role of technology in society, use IT systems responsibly and 
securely, and apply creative and analytical skills to solve problems. Through vocational contexts and realistic scenarios, students build confidence, collaboration, 
and resilience—equipping them to thrive in a digital world and opening pathways into further education and careers in IT and related fields. 

Domains of Knowledge  
The Digital Information Technology curriculum is organised into several domains of knowledge which are aligned with the national curriculum.  
These domains cover a wide range of concepts and skills which are reflected within the Pearson BTEC Tech Award Level 1/2 in Digital Information Technology  
 
Component 1 – Exploring User Interface Design Principles & Project Planning  

1. Understand interface design for individuals and organisations (Taught in year 9 term 6) 
2. Be able to use project planning techniques to plan, design and develop a user interface 
3. Be able to review a user interface  

 
Component 2 – Collecting, Presenting & Interpreting Data 

1. Understand how data is collected and used by organisations and its impact on individuals  
2. Be able to create a dashboard using data manipulation tools  
3. Be able to draw conclusions and review data presentation methods 

 
Component 3 – Effective Digital Working Practices  

1. Modern Technologies  
2. Cyber Security 
3. The Wider Implications of Digital Systems  
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4. Planning and Communication in Digital Systems  
  
Alongside and interwoven into these domains, students are taught to develop sector specific applied knowledge and skills throughout realistic vocational 
contexts.   
 
Declarative Knowledge: i.e. cyber security, virtual teams, legal and ethical codes of conduct, personal management and communication etc.   
Procedural Knowledge: i.e. project planning, design processes, virtual teams etc.   

Key Concepts   
Component 1 – Exploring User Interface Design Principles and Project Planning – Key Concepts 

1. Interface design for individuals and organisations – this domain focuses on the use of different types of user interfaces and how they vary across different 
uses, devices and purposes. The varying needs of the audience and how they affect both the type and the design of the interface. How design principles 
provide both appropriate and effective user interaction with hardware devices. The techniques used to improve both the speed and access to User 
Interfaces.  

2. Project planning techniques to plan, design and develop a user interface – this domain focuses on the use of different planning tools and design 
methodologies that can be used to plan, monitor and execute projects. The project planning techniques used to develop a project proposal and project 
plan for the development of a user interface for a given brief. How to produce an initial design using design principles. How to use their designs to 
produce a user interface.  

3. Review a user interface – this domain focuses on how to review the success of the user interface and the use of their chosen project planning techniques. 
Component 2 – Collecting Presenting and Interpreting Data – Key Concepts 

1. How data is collected and used by organisations and its impact on individuals – this domain focuses on the concepts of data and that data is meaningless 
without converting it into information by adding structure and context. The different wats of representing information and different situations where they 
would be used. The methods that can be used to ensure data input is suitable and within boundaries so that it is ready to be processed. The different 
types of data collection methods, the strengths and weaknesses of each, how data collection features affect its reliability and how the collection of data 
could be improved. The factors that affect the quality of information and how different types of data are used by organisations for data modelling. It also 
looks at the threats that dace individuals who have data stored about them.  

2. Create a dashboard using data manipulation tools – this domain focuses on how data can be imported from an external source. How to accurately apply 
data processing methods to aid decision making. Use a dashboard to select and display information summaries based on a given data set.  

3. Draw conclusions and review data presentation methods – this domain focuses on the use of a dataset and dashboard to present findings and draw 
conclusions based on their findings. Investigate how well the presentation methods and features have been used.  
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Year 10 

Autumn Term 1 – comp 1  

Students are taught in a mixed attainment group. Students have access to Google Classroom to access resources used in lessons and extended learning tasks. All 
students have an account with Know-it-All Ninja [annual subscription]. The expectation is that this website is used for the completion of extended learning which 
can be tracked [percentage scores/how many times attempted] 
 
Interface design for individuals and organisations was taught in term 6 of year 9. A reteach will take place at the start of year 10 (approx. 5 hours) to review 
content and link it to project planning techniques.  

Domains of Knowledge 
Be able to use project planning techniques to plan, design and develop a user interface & Be able to review a user interface 

Key Concepts 

- Project planning techniques 

- Creating a project proposal and plan  

- Creating an initial design 

- Developing a user interface 

- Review   

End Points  

- Planning tools 
o Task lists 
o Written or graphical descriptions  
o Gantt charts 
o Mood boards 
o Mind maps  

- Methodologies  
o Waterfall  
o Scrum 
o Agile  

- Project proposal 

- Purpose and audience  

- Project requirements  
o User requirements 
o Output requirements, including visual, haptic & audio  
o Input requirements, including mouse, keyboard, voice and 

touch 

- User accessibility requirements 

- Constraints  

- Timescales – including overall timescales, when tasks will be 
completed including sub tasks, key milestones  

- Producing a design that meets:  
o the user requirements, including input and output 

requirements 
o User accessibility needs 

- Producing a design specification that includes: 
o Visualisation, to include storyboards, sketches 
o Hardware requirements 
o Software requirements 

- Producing a design that allows for: 
o Increased user confidence/familiarity 
o Reduced learning time of new interfaces/features 
o Reduced time to complete tasks 
o Increased user attention 
o Reduced need for specialised knowledge 

- Strengths and weaknesses of the user interface, to include: 
o How well the user requirements have been met 
o Suitability for purpose and audience 
o Ease of use 
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o Time  
o Resources  
o Task dependencies 
o Security 

- Project plan  

-  

o Accessibility features 
o How effectively the design principles have been met. 

- Suggest improvements that could be made to the user interface to 
better meet the audience needs. 

Declarative Knowledge 

- Understand the use of different planning tools and design methodologies that can be used to plan, monitor and execute projects  

- Understand project planning techniques used to develop a project proposal and project plan for the development of a user interface for a given brief  
 

Procedural Knowledge 

- Understand how to produce an initial design using design principles 

- Understand how to use their design to produce a user interface  

- Understand how to review the success of the user interface and the user their chosen project planning techniques   

Assessment 
Practice activities for coursework tasks  
Official coursework completion – will be started in October    

Cross Curricular  Extra-Curricular 
 

Autumn Term 2 – comp 1  

Domains of Knowledge:  
Component 1 – Exploring user interface design principles and project planning techniques  

Assessment 
Coursework completion for Comp 1 

 

Cross Curricular 
 

Extra-Curricular 
 

Spring Term 1 – comp 2  

Domains of Knowledge 
Understand how data is collected and used by organisations and its impact on individuals 

Key Concepts 

- Characteristics of data and information  

- Representing information  

- Ensuring data is suitable for processing 

- Data collection  
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- Quality of information  

- Sectors that use data modelling  

- Threats to individuals  

End Points  

- Characteristics of data: 
o no meaning 
o no structure 
o no context 
o unprocessed 

- Characteristics of information: 
o has meaning 
o has structure 
o has context 
o is processed 

- The different ways information can be represented 
o Text 
o Numbers 
o Tables 
o Graphs/charts 
o Sparklines 
o Infographics 

- Validation methods: 
o range check 
o type check 
o presence check 
o length check 

- Verification methods: 
o proofreading 
o double entry 

- Data collection methods: 
o Primary data – interviews, questionnaires, surveys 
o Secondary data – websites, books, journals, blogs, forums, 

booking systems, company internal documents 

- Data collection features: 
o size of sample 
o who was in the sample 
o where the data was collected 
o when the data was collected 
o methods used 

- Quality of information factors: 
o source/collection method 
o accuracy 
o age 
o completeness 
o amount of detail 
o format/presentation 
o volume 

- Types of sectors, to include: 
o transport 
o education 
o retail 
o banking 
o entertainment 
o government 
o health care 
o construction 
o communication 
o health and safety 
o sport and fitness 

- Threats to individuals, to include: 
o invasion of privacy 
o fraud 
o targeting vulnerable groups of people 
o inaccurate data could be stored 

Declarative Knowledge:  

- Understand the concepts of data  
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- Understand that data is meaningless without converting it into information by adding context and structure 

- Understand the different ways of representing information  

- Be able to explain situations where the representations would be used  

- Understand the methods that can be used to ensure data input is suitable and within boundaries so that it is ready to be processed  

- Understand the different data collection methods  

- Understand the strengths and weaknesses of each collection method 

- How data collection features affect its reliability 

- How the collection of data could be improved  

- Understand the factors that affect the quality of information  

- Understand how different types of data are used by organisations for data modelling  

- Understand the different threats that face individuals who have data stored about them 

Assessment 
Diagnostic questions during lessons  
Practice coursework tasks  

Cross Curricular 
 
 

Extra Curricular 
 

Spring Term 2  

Domains of Knowledge 
Be able to create a dashboard using data manipulation tools  

Key Concepts 

- Data processing methods 

- Producing a dashboard 
 

End Points  

- Data manipulation methods: 
o importing data, to include from other files, the internet 
o formulae, to include add, divide, subtract, multiply 
o functions, to include SUM, AVERAGE, MIN, MAX 
o sorting, to include sorting multiple columns and values. 

- Advanced manipulation methods: 
o decision-making functions, to include IF, WHATIF, SUMIF 
o lookup functions, to include VLOOKUP, HLOOKUP 
o count functions, to include COUNTBLANK, COUNTIF, 

COUNTA 
o logical operators, to include NOT, AND, OR 

o alternative views, to include hiding/unhiding cells, freezing 
planes 

o conditional formatting, to include data bars, colour scales, 
icon sets 

- Showing data summaries from the data set: 
o totals 
o counts 
o averages 
o percentages 
o sales breakdowns 
o departmental/section breakdown 

- Appropriate presentation methods: 
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o outline, to include group, ungroup  
o subtotal to include AVERAGE, SUM, MIN, MAX, COUNT, 

COUNTA 
o filtering, to include greater than, less than, equals, 

contains, begins with, ends with, text to columns, to 
include delimited, fixed width 

- Other processing methods: 
o absolute and relative cell referencing, to include use of 

dollar sign ($) and named cells 
o macros, to include for automatic navigation, change graph 

options, change data ranges  
o multiple and linking worksheets, to include for dashboard 

and raw data  
o cell comments 

o tables 
o pivot tables 
o sparklines 
o graphs/charts, including dynamic charts/graphs 
o form controls, to include button, combo box, check box, 

spin button (spinner), dropdown menu, option button 

- Using appropriate presentation features: 
o font size, style and colour 
o merge cells 
o text wrap 
o cell borders and shading 
o graphics 
o axis labels 
o titles, including overall and section titles 
o conditional formatting 

Declarative Knowledge: 

- Understand how data can be imported for an eternal source  

- Use a dashboard to select & display information summaries  
Procedural Knowledge:  

- Apply data processing methods to aid decision making (listed above) 

- Use a dashboard to select & display information summaries  

Assessment 
Diagnostic questions during lessons  
Practice coursework tasks 

Cross Curricular Extra-Curricular 
 

Summer Term 1 

Domains of Knowledge 
Be able to draw conclusions and review data presentation methods 

Key Concepts 

- Drawing conclusions based on findings in data 

- How presentation affects understanding  
 

End Points  

- Present findings and draw conclusions to include:  
o Trends 
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o Patterns 
o Possible errors 

- Information being misinterpreted  

- Information being biased 

- Inaccurate conclusions being made  

Declarative Knowledge: 

- Understand how data can be imported for an eternal source  

- Use a dashboard to select & display information summaries  
Procedural Knowledge:  

- Apply data processing methods to aid decision making (listed above) 

- Use a dashboard to select & display information summaries  

Assessment 
Diagnostic questions during lessons  
Practice coursework tasks 

Cross Curricular Extra-Curricular 
 

Summer Term 2  

Domains of Knowledge 
Component 2 – Collecting, Presenting & Interpreting Data 

Assessment 
 
Practice coursework task will take place at the start of term and then we will move onto the completion of official coursework  
 

Coursework completion for Comp 2 – this will be started in year 10 and completed in year 11  
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Year 11 
Computer Science 

Subject Vision Statement 
At KS4, Computer Science provides students with a broad and ambitious curriculum that develops both theoretical understanding and practical programming skills 
in line with the OCR J277 specification. The vision is to equip students with the knowledge and confidence to understand how computer systems work, design and 
implement algorithms, and apply programming to solve real-world problems. 
 
The curriculum is structured around clear domains of knowledge, including systems architecture, data representation, networks, security, software, algorithms, 
programming, logic, and the ethical, legal and environmental impacts of technology. Interwoven through these areas are opportunities to develop problem-
solving, computational thinking, and resilience, while gaining experience of applying theory through practical tasks and projects. 
 
Students will build declarative knowledge (facts, principles and concepts), procedural knowledge (practical skills such as writing code, using algorithms and 
debugging), and conditional knowledge (problem-solving and decision-making in context). They will also develop transferable skills in logic, critical thinking, 
creativity and collaboration, preparing them for further study, future employment, and participation in a digital society. 
 
The KS4 vision is not only to prepare students for success in examinations but also to inspire curiosity, innovation, and responsible engagement with technology in 
an ever-changing world. 

Domains of Knowledge  
The Computer Science curriculum is organised into several domains of knowledge which are aligned with the national curriculum.  
These domains cover a wide range of concepts and skills which are reflect within the OCR Computer Science J277 specification  
 

18. Algorithms  
19. Programming  
20. Logic and Languages 

 
Alongside and interwoven into these domains, students are taught problem solving and practical programming skills. Students are encouraged to develop their 
practical programming skills and problem-solving abilities. This involves applying practical programming skills to real world problems and puzzles. It also includes 
looking at how computing is used in the real-world and providing students with real-world examples.  
 
Declarative Knowledge: computing facts and principles i.e. the principles of Computational thinking etc.   
Procedural Knowledge: i.e. writing flowcharts, Pseudocode or high-level programs  
Conditional Knowledge: Problem solving 
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Key Concepts   
 

6. Algorithms 

- This domain focuses on the understanding of the: The principles of Computational thinking (Abstraction, Decomposition & Algorithmic Thinking) 

- Identifying the inputs, processes and outputs for a problem, structure diagrams, being able to create, interpret, correct, complete and refine 
algorithms using Pseudocode, flowcharts & reference language/high-level programming language, identifying common errors & trace tables 

- Standard searching algorithms (Binary & Linear Search) & standard sorting algorithms (bubble, merge & insertion sort) 
 

7. Programming 

- This domain focuses on the understanding of: the use of variables, constants, operators, inputs, outputs and assignments, the use of the three basic 
programming constructs used to control the flow of a program (Sequence, Selection & Iteration) the common arithmetic operators and the common 
Boolean operators (AND, OR & NOT) 

- The use of data types (integer, real, Boolean, character & string, casting), the use of basic string manipulation, the use of basic file handling 
operations, the use of records to store data, the use of SQL to search data, the use of arrays when problem solving (1D & 2D), how to use sub 
programs to produce structured code and random generation   

 
8. Logic and Languages 

- This domain focuses on the understanding of: defensive design considerations, input validation, maintainability  

- The purpose of testing, types of testing, identifying syntax & logic errors, selecting and using suitable test data, refining algorithms 

- Simple logic diagrams using the operators AND, OR & NOT, truth tables, combining Boolean operators using AND, OR & NOT, applying logical 
operators in truth tables to solve problems 

- Characteristics and purpose of different level programming language, the purpose of translators, the characteristics of a compiler & interpreters 

- Common tools and facilities in an Integrated Development Environment (IDE)  

Year 11 

Autumn Term 1 

Students are taught in a mixed attainment group. Students have access to Google Classroom to access resources used in lessons and extended learning tasks. All 
students have an account with Know-it-All Ninja [annual subscription]. The expectation is that this website is used for the completion of extended learning which 
can be tracked [percentage scores/how many times attempted] 
 
Computational thinking was initially taught in the Summer term 2 of Year 10, this will be revisited throughout the year as it ties in with all upcoming teaching  

Domains of Knowledge 
Algorithms  

Key Concepts 

- Searching algorithms  

- Sorting algorithms  
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- Developing algorithms using flowcharts 

- Developing algorithms using Pseudocode 

- Interpret, correct or complete algorithms  

End Points  

-  Create, interpret, correct and refine algorithms using:  
o Pseudocode 
o Flowcharts 
o OCR Exam Reference Language/High level programming language 

- Identify common errors 

- Trace Tables  

- Standard searching algorithms  

- Standard sorting algorithms  

Declarative Knowledge 

- Understand linear and binary searching algorithms  

- Describe bubble, insertion and merge sort algorithms  

- Learn how to produce algorithms using flowcharts, Pseudocode and OCR exam reference language 

- Interpret algorithms  
 
Procedural Knowledge 

- Trace and complete linear and binary searching algorithms  

- Trace and complete bubble, insertion and merge sort algorithms  

- Produce algorithms using flowcharts, Pseudocode and OCR exam reference language  

- Correct and complete algorithms 
  

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly  

Cross Curricular  Extra-Curricular 
 

Autumn Term 2  

Domains of Knowledge:  
Programming  

Key Concepts 

- Programming Fundamentals  
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- Sequence and Selection  

- Iteration  

- Arrays  

- Procedures and functions 

- Records and files  

End Points  

- Variables, constants, operators, inputs, outputs and assignments  

- Three basic programming constructs used to control the flow of a program:  
o Sequence  
o Selection  
o Iteration  

- Common arithmetic operators  

- Common Boolean operators AND, OR & NOT  

- The use of data types 
o Integer 
o Real  
o Boolean  
o Character and String 
o Casting  

- Basic string manipulation  

- Basic file handling operations  

- Using records to store data  

- Using SQL to search for data 

- Using arrays to solve problems 

- Using sub programs to produce structured code 

- Random number generation  
  

Procedural Knowledge 

- Use data types: integer, real, Boolean, character and string 

- Use casting to change a variable type 

- Use constants and variables  

- Use input, output and assignment statements 

- Use the common arithmetic operators including mod and div 

- Use string manipulation functions  

- Use programming constructs sequence, selection and iteration  
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- Combine common Boolean operators using AND, OR & NOT to two levels  

- User one- and two-dimensional arrays 

- Use records to store data  

- Use SQL to search for data 

- Use sub-programs (functions and procedures) to produce structured code 

- Use basic file handling operations: open, read, write, close 

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly  

Cross Curricular 
 

Extra-Curricular 
 

Spring Term 1 

Domains of Knowledge 
Logic and Languages  

Key Concepts 

- Defensive design  

- Errors and Testing  

End Points  

- Defensive design considerations 
o Anticipating misuse 
o Authentication  

- Input validation  

- Maintainability: 
o Sub programs 
o Naming conventions 
o Indentation  
o Commenting  

- The purpose of testing  

- Types of testing 
o Iterative 
o Final/terminal  

- Syntax and logical errors 

- Selecting and using suitable test data 
o Normal  
o Boundary 
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o Invalid/Erroneous 

- Refining algorithms  
  

Declarative Knowledge:  

- Describe defensive design considerations 
o Anticipating Misuse  
o Authentication  

- Consider ways of creating programs which are easy to maintain:  
o Use of subprograms 
o Naming conventions 
o Indentation  
o Commenting  

- Understand the purpose of testing  

- Describe the types of testing: iterative and terminal  
 
Procedural Knowledge:  

- Design input validation and authentication  

- Select and use suitable test data: normal, boundary, invalid, erroneous  

- Create and complete a test plan  
 

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly 

Cross Curricular 
 
 

Extra Curricular 
 

Spring Term 2  

Domains of Knowledge 
Logic and Languages 
 

Key Concepts 

- Logic diagrams and truth tables  

- Translators and facilities of languages  

- The Integrated Development Environment  
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End Points  

- Simple logic diagrams using the operators AND, OR & NOT  
Truth tables  

- Combining Boolean operators AND, OR & NOT  

- Using logical operators in truth tables to solve problems 

- Characteristics and purpose of different level of programming language: high-level & low-level  

- Purpose of translators  

- Characteristics of a compiler and an interpreter 

- Common tools & facilities available in an Integrated Development Environment (IDE) 
o Editors 
o Error Diagnostics 
o Run-Time Environment  
o Translators  

 

Declarative Knowledge: 

- Describe the characteristics and purpose of different level of programming language:  
o High-Level Languages  
o Low-Level Languages 

- Understand the purpose of translators  

- Describe the characteristics of a compiler and an interpreter 

- Describe the tools provided by an Integrated Development Environment (IDE) 
o Editors 
o Error diagnostics 
o Run-time environment  
o Translators 

 
Procedural Knowledge:  

- Draw simple logic diagrams using the operations AND, OR & NOT  

- Draw truth tables  

- Apply logical operators in appropriate truth tables to solve problems  
 

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly 
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Cross Curricular Extra-Curricular 
 

Summer Term 1 

Revision Term for Component 1 & 2 

Summer Term 2  

Domains of Knowledge 
 

Key Concepts 
 

End Points  
 

Declarative/Procedural/Conceptual Knowledge 
 

Assessment 
 

Cross Curricular Extra-Curricular 
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Year 11 
Level 3 AAQ BTEC National in Information Technology (Extended Certificate) 

Subject Vision Statement 
At KS4, Digital Information Technology empowers students to develop both technical understanding and practical skills that prepare them for further study and 
the modern workplace. The curriculum combines theoretical knowledge of modern technologies, cyber security, data handling, and the wider implications of IT 
systems with applied, hands-on experience of project planning, interface design, data analysis, and digital working practices. 
 
Students gain declarative knowledge of concepts such as networks, cyber security, digital systems, legal and ethical considerations, and the impact of technology 
on organisations and individuals. They also build procedural knowledge through designing and reviewing user interfaces, manipulating data, creating dashboards, 
and managing projects. 
 
The vision is to develop digitally literate, adaptable learners who can think critically about the role of technology in society, use IT systems responsibly and 
securely, and apply creative and analytical skills to solve problems. Through vocational contexts and realistic scenarios, students build confidence, collaboration, 
and resilience—equipping them to thrive in a digital world and opening pathways into further education and careers in IT and related fields. 

Domains of Knowledge  
The Pearson Level 3 Alternative Academic Qualification BTEC National in Information Technology (Extended Certificate) allows students to study the fundamental 
knowledge of Information Technology covering the role and implications of using Information Technology systems and cyber-security threats and how to manage 
attacks. Students will also develop important skills for creating websites to meet a specific purpose and 
to manage data through the development of a relational database solution.  
 
The qualification has four mandatory units covering the following topics: 

• Information Technology Systems – Information technology systems, including the relationship between software and hardware, and the issues related to 
IT systems 

• Cyber Security and Incident Management – Types of cyber security attacks, the vulnerabilities in networked systems and how to plan and respond to 
attacks 

• Website Development – The development tools, techniques and processes used in website development and how to test usability, functionality and 
fitness for purpose 

• Relational Database Development – Structure of data, data design and database management systems (DBMS)  
 
Alongside and interwoven into these domains, students are taught to develop sector specific applied knowledge and skills throughout realistic vocational 
contexts.   
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Declarative Knowledge: i.e.    
Procedural Knowledge: i.e.    

Key Concepts   
1. Unit 1 – Information Technology Systems (Exam Unit) 

- Learning Aim A: this learning aim focuses on exploring the concepts and implications of the use of, and relationships among devices of IT systems – 
including the functions and use of digital devices, and the notation used to represent the design of IT systems. It will also include peripheral devices 
and media, computer softer in an IT system, factors that affect choice of IT systems and emerging technologies.  

- Learning Aim B: this learning aim focuses on transmitting data including, connectivity, networks and the issues relating to transmission of data 

- Learning Aim C: this learning aim focuses on Operating online including, online systems and online communities.  

- Learning Aim D: this learning aim focuses on protecting data and information including, threats to data, information and systems and protecting data.  

- Learning Aim E: this learning aim focuses on the impact of using IT systems including, online services and using and manipulating data.  

- Learning Aim F: this learning aim focuses on the Issues surrounding IT systems including, moral and ethical issues and legal issues.  
2. Unit 2 – Cyber Security and Incident Management (Exam Unit) 

- Learning Aim A: this learning aim focuses on Cyber security threats, system vulnerabilities and security protection methods including, cyber 
threats, vulnerabilities, legal responsibilities and software and hardware security measures 

- Learning Aim B: this learning aim focuses on the use of networking architectures and principles for security including, network types, network 
components and networking infrastructure services and resources 

- Learning aim C: this learning aim focuses on cyber security documentation including, internal policies.  

- Learning Aim D: this learning aim focuses on forensic procedures including forensic collection of evidence and systematic forensic analysis of a 
suspect system 

3. Unit 3 – Website Development (Coursework Unit) 

- Learning Aim A: this learning aim focuses on understanding how the principles of website development are used to create effective websites 
including, the purpose and principles of websites and planning a website in response to a client brief.  

- Learning Aim B: this learning aim focuses on exploring website design skills and techniques to meet client requirements including, website design 
and asset management techniques. 

- Learning Aim C: this learning aim focuses on developing a website to meet client requirements including, common tools and techniques to 
produce a website, website development processes and testing  

4. Unit 4 – Relational Database Development (Coursework Unit) 

- Learning Aim A: this learning aim focuses on understanding how the principles of relational database models, data storage and normalisation are 
used to create effective relational database solutions including, relational database management systems, manipulating data structures and data 
in relational databases, normalisation and preliminary scoping of a relational database solution in response to a client brief 

- Learning Aim B: this learning aim focuses on designing a relational database solution to meet client requirements including, relational database 
design techniques and processes, design documentation and reviewing and refining designs 

- Learning Aim C: this learning aim focuses on developing a relational database solution to meet client requirements including, producing a 
database solution, testing the database solution, reviewing the database solution and optimising the database solution  
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Year 11 

Autumn Term 1 

Students are taught in a mixed attainment group. Students have access to Google Classroom to access resources used in lessons and extended learning tasks. All 
students have an account with Know-it-All Ninja [annual subscription]. The expectation is that this website is used for the completion of extended learning which 
can be tracked [percentage scores/how many times attempted] 
 
Component 2 coursework was started in term 6 of year 10 and will be completed in terms 1 & 2 of year 11. Should be completed by the end of November.   

Domains of Knowledge 
Component 2 – Collecting, Presenting & Interpreting Data 

Assessment 
Coursework completion for Comp 2 

Cross Curricular  Extra-Curricular 
 

Autumn Term 2  

Domains of Knowledge 
Modern Technologies 

Key Concepts 

- Modern Technologies  
  

End Points  

- Communication technologies: 
o setting up ad hoc networks (open Wi-Fi, tethering/personal 

hotspot) 
o security issues with open networks 
o performance issues with ad hoc networks 
o issues affecting network availability (rural versus city 

locations, developed versus developing countries, available 
infrastructure, mobile network coverage, blackspots) 

- Features and uses of cloud storage: 
o setting and sharing of access rights 
o synchronisation of cloud and individual devices 
o availability (24/7) 
o scalability (getting more by renting/freeing to save money) 

- Features and uses of cloud computing: 
o online applications 
o consistency of version between users (features, file types) 
o single shared instance of a file 
o collaboration tools/features. 

- How the selection of platforms and services impacts on the use of 
cloud technologies: 

o number and complexity of features 
o paid for versus free 
o interface design (layout, accessibility, mobile versus 

desktop) 
o available devices  

Declarative Knowledge 

- understand how ad-hoc networks are used including their security issues & performance issues  
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- understand the issues surrounding network availability (Blackspots, rural vs city locations etc) 

- understand/explain the features of cloud storage (setting & sharing access rights, synchronisation of the cloud & individual devices, availability and 
scalability    

- understand cloud computing including, online applications, consistency, single shared files & collaboration tools 

- understand how the selection of online platforms and services impact the use of cloud technologies including the number and complexity of users, 
paid or free, the interface design and devices its available on  

Assessment 
Coursework completion for Comp 2 

Cross Curricular 
 

Extra-Curricular 

Spring Term 1 

Domains of Knowledge 
Modern Technologies 

Key Concepts 

- Modern technologies  

- Impact of modern technologies 

End Points  

- How cloud and ‘traditional’ systems are used together: 
o device synchronisation 
o online/offline working 
o notifications 

- Implications for organisations when choosing cloud technologies 
o consideration of disaster recovery policies (service 

provider’s, organisation’s) 
o security of data (location, service provider’s security 

procedures and features) 
o compatibility 
o maintenance (software updates, downtime, staff expertise) 
o getting a service/storage up and running quickly 
o performance considerations (responsiveness to user, 

complexity of task, available devices and communication 
technologies) 

- Changes to modern teams facilitated by modern technologies 
o world teams (not bound by geographical restrictions, 

diversity) 
o multicultural 

- How organisations use modern technologies to communicate with 
stakeholders 

o communication platforms (website, social media, email, 
voice communication) 

o selection of appropriate communication channels 
(private/direct message, public status update) for sharing 
information, data and media 

- How modern technologies aid inclusivity and accessibility 
o interface design (layout, font and colour selection) 
o accessibility features (screen reader support, alt text, 

adjustable typeface/font size, text to speech/’listen to this 
page’) 

o flexibility of work hours and locations 

- Positive and negative impacts of modern technologies on 
organisations in terms of: 

o required infrastructure (communication technologies, 
devices, local and web-based platforms) 

o demand on infrastructure of chosen tools/platforms 
o availability of infrastructure 
o 24/7 access or security of distributed/dispersed data 
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o inclusivity (facilitation of member’s needs) 
o 24/7/365 (no set work hours, team members in different 

time zones) 
o flexibility (remote working versus office based, permanent 

versus casual staff) 

- How modern technologies can be used to manage modern teams 
o collaboration tools 
o communication tools 
o scheduling and planning tools 

o collaboration or inclusivity (age, health, additional needs, 
multicultural) 

o accessibility (meeting legal obligations, provision 
requirements) 

o remote working 

- Positive and negative impacts of modern technologies on 
individuals: 

o flexibility (home/remote working) 
o working styles (choice of time, device, location) 
o impact on individual’s mental wellbeing (depression, 

loneliness, self-confidence, separation from stressful 
environment, feel in control of own schedule, schedule 
adjusted to meet needs of family, less time commuting) 

Declarative Knowledge:  

- understand how organisations use cloud and ‘traditional’ systems together 

- understand the implications organisations are faced with when choosing a cloud provider 

- understand how modern teams have changed from the use of modern technologies 

- understand how modern technologies help manage modern teams 

- understand how modern technology is used by organisations to communicate with stakeholders 

- understand how modern technology is used to aid in accessibility and inclusivity 

- understand the positive and negative impacts of modern technologies for both organisations and individuals 
 

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly 

Cross Curricular 
 
 

Extra Curricular 
 

Spring Term 2  

Domains of Knowledge 
Cyber Security 
The wider implications of digital systems  

Key Concepts 

- Threats to data 

- Prevention and management of threats to data  
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- Policy  

- Responsible use 

End Points  

- Why systems are attacked: 
o fun/challenge 
o industrial espionage or financial gain 
o personal attack 
o disruption 
o data/information theft 

- External threats (threats outside the organisation) to digital 
systems and data security: 

o unauthorised access/hacking (black hat) 
o malware (virus, worms, botnet, rootkit, Trojan, 

ransomware, spyware) 
o denial of service attacks or phishing (emails, texts, phone 

calls) 
o pharming 
o social engineering 
o shoulder surfing 
o ‘man-in-the-middle’ attacks 

- Internal threats (threats within the organisation) to digital systems 
and data security: 

o unintentional disclosure of data 
o intentional stealing or leaking of information 
o users overriding security controls 
o use of portable storage devices 
o downloads from internet 
o visiting untrustworthy websites 

- Impact of security breach: 
o data loss 
o damage to public image 
o financial loss 
o reduction in productivity 
o downtime 
o legal action 

- User access restriction: 

o procedures for backing up and recovering data 
o encryption of stored data (individual files, drive) 
o encryption of transmitted data  

- Finding weaknesses and improving system security: 
o ethical hacking (white hat, grey hat) 
o penetration testing 
o analyse system data/behaviours to identify potential risks 

- Defining responsibilities: 
o who is responsible for what 
o how to report concerns 
o reporting to staff/employees 

- Defining security parameters: 
o password policy 
o acceptable software/installation/usage policy 
o parameters for device hardening 

- Disaster recovery policy: 
o who is responsible for what 
o dos and don’ts for staff 
o defining the backup process (what is backed up, scheduling, 

media) 
o timeline for data recovery 
o location alternative provision (hardware, software, 

personnel) 

- Actions to take after an attack: 
o investigate (establish severity and nature) 
o respond (inform/update stakeholders and appropriate 

authorities) 
o manage (containment, procedures appropriate to nature 

and severity) 
o recover (implement disaster recovery plan, remedial 

action) 
o analyse (update policy and procedures) 

- Shared data (location-based data, transactional data, cookies, data 
exchange between services): 
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o physical security measures (locks) 
o passwords 
o using correct settings and levels of permitted access 
o biometrics 
o two-factor authentication (who you are, what you know, 

what you have)  

- Data level protection: 
o firewall (hardware and software) 
o software/interface design (obscuring data entry, 

autocomplete, ‘stay logged in’) 
o anti-virus software 
o device hardening 

o benefits of using shared data 
o drawbacks of using shared data 
o responsible use (legal considerations, privacy, ethical use) 

- Environmental: 
o impact of manufacturing, use, and disposal of IT systems 

(energy, waste, rare materials) 
o considerations when upgrading or replacing digital systems 
o usage and settings policies (auto power off, power-saving 

settings, hard copy versus electronic distribution) 

Declarative Knowledge: 

- Understand why systems are attacked  

- Understand the external and internal threats to digital systems and data security  

- Understand the impact of a security breach 

- Understand how user access restrictions can help protect systems  

- Understand data level protection  

- Review how weaknesses and improvements are identified to improve security  

- Understand the need and nature of security policies in organisations  

- Understand the content that constitutes a good security policy and how it is communicated with organisations and individuals  

- Understand shared data and its uses 

- Understand the environmental impact of digital systems  

Assessment 
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly 

Cross Curricular Extra-Curricular 
 

Summer Term 1 

Domains of Knowledge 
The wider implications of digital systems 
Planning and communication digital systems  

Key Concepts 

- Legal and ethical  

- Forms of Notation  
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End Points  

- Importance of providing equal access to services and information: 
o benefits to organisations, individuals and society 
o legal requirements 
o professional guidelines/accepted standards 

- Net neutrality and how it impacts on organisations 

- The purpose and use of acceptable use policies: 
o scope – who the document applies to 
o assets – the equipment, documents, and knowledge 

covered by the policy 
o acceptable – behaviours that are expected/required by an 

organisation 
o unacceptable – behaviours that are not allowed by an 

organisation 
o monitoring – description of how behaviour is monitored by 

an organisation 
o sanctions – defining the processes and potential sanctions 

if unacceptable behaviour occurs 
o agreement – acknowledge (sign, click) that an individual 

agrees to abide by the policy 

- Blurring of social and business boundaries: 

- use of social media for business purposes 

- impact of personal use of digital systems (social media, web) on 
professional life 

- Data protection principles: 
o lawful processing  
o collected only for specific purpose 
o only needed information is collected 
o should be accurate 
o kept only as long as is necessary 
o data subject rights 

o protected 
o data not transferred to countries with less protection 

- Data and the use of the internet: 
o the right to be forgotten 
o appropriate and legal use of cookies and other 

transactional data. 
o Dealing with intellectual property: 
o the importance of intellectual property in organisations 
o methods of identifying/protecting intellectual property 

(trademarks, patents, copyright) 
o legal and ethical use of intellectual property (permissions, 

licensing, attribution) 

- The criminal use of computer systems: 
o unauthorised access 
o unauthorised modification of materials 
o creation of malware 
o intentional spreading of malware 

- Understand how organisations use different forms of notation to 
explain systems, data and information: 

o data flow diagrams 
o flowcharts 
o system diagrams 
o tables 
o written information 

- Be able to interpret information presented using different forms of 
notation in a range of contexts. 

- Be able to present knowledge and understanding using different 
forms of notations: 

o data flow diagrams 
o information flow diagrams 
o flowcharts 

Declarative: 

- Understand the importance of providing equal access to services and information  

- Understand the what net neutrality and how it impacts on organisations  

- Explain the purpose and use of acceptable use policies  

- Explain how the blurring of social and business boundaries happens 
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- Understand the data protection principles including how data is used on the internet  

- Explain what intellectual property is and why is it important  

- Understand what constitutes criminal use of computer systems  

- Understand how organisations use different forms of notation  
 
Procedural: 

- Be able to interpret information presented using different forms of notations in different scenarios  

- Be able to present knowledge and understanding using different forms of notations 

Assessment  
Diagnostic questions during lessons  
Diagnostic assessment at the end of each module 
Exam Practice questions fortnightly 
Exam May 1st 2026 
 

Cross Curricular Extra-Curricular 

Summer Term 2  

Content Complete 

 


