
 

 

 
Diocese of t. Albans 

 

 

St Mary’s CE High School 
 

 

Mobile Phone, Digital and Electronic 

Devices Acceptable Use Policy 

Date of Review: Summer 2026 

Date of Next Review: Summer 2028 

 

 

  

 

 

 

 

 

 

 

 

Academy Company Registration Number 07999861

Date of Review Summer 2026 

Ratified by Governors June 2026 

Date of Next Review Summer 2028 

Author Headteacher 



 

 

 
Diocese of t. Albans 

 

 

 

 

 
 

 

"Our vision, as a school with a Christian ethos, is founded on The Parable of the 
Sower, where 

 

Through God’s love, we are the rich soil where seeds flourish and roots grow, 
based on the Parable of the Sower, Mark 4: 3-9 

 

This underpins our motto, We believe everyone is equal, everyone deserves 
the best, and is key to what we do. We believe that we are all equal, 

irrespective of our background and beliefs. We provide a safe, nurturing 
environment in which we can all flourish. We have the very 

highest aspirations for our students, their families, our local community, and 
ourselves, and want nothing but the best. We challenge students by having a 

rich and exciting curriculum provision and by making learning practical, 
engaging and enjoyable. We enable students to succeed by providing the best 

possible personalised support." 

 

Richard Vaughan – Headteacher 

 

WE BELIEVE EVERYONE IS EQUAL: EVERYONE DESERVES THE BEST 
 

Lieutenant Ellis Way, Cheshunt, Hertfordshire EN7 5FB t: 01992 629124 
e: admin@st-maryshigh.herts.sch.uk w: www.st-maryshigh.herts.sch.uk 

 

 ‘Students are proud of their school; it prepares them well for adult life’ OFSTED 2023 
‘An exceptionally inclusive and caring community’ SIAMS Inspection 2020 

 

St Mary’s CE Academy, Cheshunt, is a limited company registered in England and Wales 
Company No. 07999861 Registered Office: As above 

http://www.st-maryshigh.herts.sch.uk/
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Safeguarding Statement 

The Governors of St Mary’s have made safeguarding a fundamental priority and are committed to ensuring 

that safeguarding of children and young people remains at the core of their work.  For this reason, the 

principles of excellent safeguarding practice are integral to the culture of St Mary’s and every aspect of the 

school’s work.  This policy supports this commitment to safeguarding and should be read in conjunction with 

other school policies as appropriate. 

It is every person’s responsibility to safeguard and promote the welfare of children, and it remains a 

paramount concern of all who work in and who are part of the St Mary’s community. 

Please note: The term ‘Mobile phone and electronic device’ is used throughout this policy to refer to any device 

(including digital) that might exist or be developed in the future, to electronically communicate, store or transfer 

information and/or data including images.  

Examples of such devices include: 

• Mobile phones and smartphones  

• Smartwatches (e.g. Apple Watch, Samsung Galaxy Watch) 

• Earbuds and headphones (e.g. AirPods) 

• Tablets 

• Laptops (including those students bring into school from home) 

• Digital cameras or devices 

• Portable gaming devices (e.g. Nintendo Switch)  

• MP3/music players 

• Electronic communication devices 

• e-Readers (e.g. Kindle) 

• Any device capable of accessing the internet, recording audio/video, or sending messages 
 

1. Context and Rationale 

1.1 Mobile phones and electronic devices are now a feature of everyday life and most staff and students own 
and use them regularly. It is recognised that they can have multi-functional uses that includes use as a 
learning tool; use as a safety device; and use as multi and social media devices. They allow access to a 
wide range of communication technology and sources of information.  
 
Consideration also needs to be given to consequences that the misuse of mobile phones and electronic 
devices can have. These can impact on student safety; student wellbeing; staff and student safeguarding; 
and student attainment and progress*.   
 
The Department for Education's guidance on mobile phones in schools states that schools should be 
"mobile phone-free environments by default" and expects schools to implement policies that prevent 
pupils from accessing mobile phones throughout the school day, including during lessons, breaktimes and 
lunchtimes. The guidance also makes clear that these expectations apply to other smart technologies with 
similar functionality, such as smartwatches and devices capable of messaging, internet access, or 
recording audio and video.  
 
The DfE highlights that mobile phone use in schools can contribute to distraction, loss of focus, classroom 
disruption and bullying, all of which can negatively impact learning and the wider school environment. The 
guidance emphasises that clear and consistently applied policies support schools in maintaining high 
standards of behaviour and creating calm, safe and purposeful learning environments. 
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The DfE also recognises the important role parents play in supporting school policies. Parents are 
encouraged to reinforce school expectations regarding mobile phones and to support the consequences 
applied when students do not comply with established rules. 
 

• Mobile phones can facilitate incidents of cyberbullying, inappropriate recording and the sharing of 
harmful content. The DfE identifies bullying and safeguarding concerns as key reasons for schools to 
maintain robust mobile phone policies 

• Pupil achievement improves as a result of a ban and low-achieving and low-income pupils gain the 
most 

• Mobile phone bans had a greater impact on special education needs pupils and those eligible for free 
school meals but had no marked effect on high achievers 
 

1.2 St Mary’s CE High School accepts the need to recognise that the technology that our staff and students 
use in their everyday lives needs to be part of student education, both in terms of learning how to use 
electronic devices effectively and how to employ them to facilitate and enhance their learning whilst 
keeping themselves safe. This is supported through the school’s Personal Development curriculum; IT 
curriculum; Acceptable User Agreement; and through the provision of school laptops, tablets and IT 
access where required. However, the School also recognises the need to ensure that staff and students 
are kept safe; do not become over reliant on these technologies; and that they do not become a barrier 
or distraction to learning or social development. 
 

1.3 In addition, electronic devices can also provide increasing opportunities for teachers and classroom-based 
staff to enhance the quality of teaching and learning provision. Where this is identified, the School 
provides appropriate technologies such as laptops, tablets, and IT access. 
 

1.4 Our teachers, administrative and support staff also need to be supported in the use of the latest electronic 
technology to carry out their duties and support the quality of provision for the learning community. 
 

1.5 The Governors are committed to ensuring that the School is clear about acceptable use in school and for 
learning in order to keep students safe and to avoid inappropriate use of technology detracting from 
teaching and learning. 

2. Protocol for the Use of all Electronic Devices 

2.1 Electronic devices of all kinds that are brought in to school are the responsibility of the user.  The school 
accepts no responsibility for the loss, theft or damage of such items.  The School will not engage in actions 
to retrieve or investigate loss of mobile phones or electronic devices. 
 

2.2 The school will not accept responsibility for any adverse health effects caused by any such devices either 
potential or actual. 
 

2.3 Students may bring a mobile phone to school; however, this is not encouraged. Any mobile phone brought 
onto the school site is the responsibility of the student and must remain switched off and out of sight at 
all times during the school day. 

 Students must not use mobile phones, smart watches, headphones, earbuds or any other personal 
electronic devices whilst on the school site unless expressly authorised by a member of staff. 

 A mobile phone or electronic device will be confiscated if it is seen, heard, switched on, used, or if the 
school has reasonable grounds to believe that it has been used during the school day. This may include, 
but is not limited to, information provided by a parent/carer, another student, a member of staff, CCTV 
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evidence, social media activity, or an admission by the student themselves. This includes confiscation of 
the mobile phone SIM card. 

 Students are expected to hand over their mobile phone or electronic device immediately when requested 
to do so by a member of staff. Failure to comply with a reasonable staff instruction may result in further 
sanctions in line with the school's Behaviour Policy. 

 Where a mobile phone or electronic device is confiscated, it will be retained by the school and returned 
after 14 consecutive days including the weekends or at the end of the half-term (whichever is sooner). 
Devices will only be returned to a parent/carer following an appointment arranged with the Deputy 
Headteacher. The Deputy Headteacher may, at their discretion, delegate the return of the device to an 
appropriate member of the pastoral team. 

• Mobile phones must not be used, seen or heard anywhere on the school site between 8:15am and 
3:30pm, with the exception of the student car park only. Within the student car park, students may 
have their phone visible or use it appropriately before entering or after leaving the main school site.  
Students are not permitted to use mobile phones in the car park during break or lunch times. 

• Once students enter the main school site, mobile phones must be switched off and stored out of sight. 
This applies to all areas including the Main Building (classrooms, locker areas, toilets, corridors, 
communal areas, Main Hall, Sports Hall, Gym, Changing Rooms, Dining Room, LRC and Reception area), 
as well as the school fields, courts and any other areas of the site. 

• This expectation applies throughout the school day, from 7:45am until 3:30pm, including before 
school, lesson time, break and lunch periods, and any after-school activities or events taking place on 
the school site. 

• Any use of a mobile phone outside of the permitted student car park area, or any phone that is seen 
or heard, will be treated as a breach of the Mobile Phone and Electronic Device Policy. 
 

2.4 Where a student is in breach of the Mobile Phone, Digital and Electronic Devices Acceptable Use Policy 
and refuses to comply with a reasonable request to hand over their mobile phone, the student will be 
removed from lessons immediately and placed in the Internal Suspension Room (ISR). 

 The student will remain in the ISR until the mobile phone and SIM card have been handed over in 
accordance with the school’s policy. Failure to comply with a reasonable instruction may result in a further 
sanction being applied in line with the School’s Behaviour for Learning Policy. 

2.5 Parents/carers are encouraged to support the school and their child’s safety in that mobile phones and 
electronic items provided to be brought into school are not of high value or latest design, and where 
possible are marked with the owner’s name or home post code. They are also asked to remind students 
that mobile phones need to be switched off and out of sight before coming onto the school site. 
 

2.6 Classroom based staff who wish to use students’ mobile phones or electronic devices as a legitimate 
aspect of a lesson are not allowed. The school does support learning using electronic devices e.g. tablets 
and Chromebooks but these devices must be organised and booked by the teacher. The teacher must also 
ensure that the purpose is clearly written into the objectives and activities of the lesson plan. When using 
school electronic devices in classrooms, students are expected to follow all instructions of staff with 
regard to their use.  
 

2.7 To encourage students to respect their community, they should not use mobile phones or electronic 
devices to broadcast music or sound (i.e. out loud so that it can be heard by those other than the user) 
when traveling to and from school. The use of earphones to listen to music is encouraged where 
appropriate and safe. 
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2.8 Mobile phones, smart watches and/or any other electronic devices must not be taken into the exam hall 
under any circumstances in accordance with examination board regulations.  Breach of this rule will lead 
to invalidation of that examination and potentially other examinations. (Please refer to Examination 
Notices and policies for more details). 
 

2.9 The principles relating to the use of mobile phones and electronic devices outlined in this policy will apply 
to any school activity, including fieldwork and offsite activities (see 5.1 for further guidance). Students will 
be expected to follow specific guidance about acceptable use provided by the Offsite Visit Leader.  Any 
mobile phone/electronic device taken on fieldwork or off site remains the responsibility of the student. 

At the end of the confiscation period, parent/carers are expected to arrange with the school for the 
collection of the mobile phone.  

Students and parents/carers will not be expected to dispute the confiscation of mobile phones or 
electronic items, in view of the signing of the Ready to Learn Standards and Expectations Partnership 
Pledge their knowledge of this policy. 

The School reserves the right to review and adjust the period of confiscation termly. Any changes to this 
will be communicated to parents / carers in writing at the end of term for implementation at the start of 
the following term.  

2.10 Misuse of any electrical or electronic device may result in the device being confiscated and/or the matter 
being investigated under the School’s Behaviour for Learning Policy, Anti-Bullying Policy, or Child 
Protection and Safeguarding Policy. Where appropriate, incidents may be referred to external agencies, 
including the Police or relevant safeguarding authorities, in line with the nature and seriousness of the 
concern. 
 

2.11 It is the responsibility of all parents/carers to ensure that their son/daughter uses any electronic device, 
particularly mobile phones, responsibly. This includes the expectation that all parents/carers will monitor 
their son/daughter’s use of these items. It remains the responsibility of parents/carers to be aware of any 
content contained on, and usage of, these devices.  The School reserves the right not to investigate any 
incidents of misuse and will refer immediately to the police any such incidents. There will be support and 
intervention offered to the victim(s) and perpetrator(s). 

3. Guidance for Post 16 Students and Mobile Phones 

 
3.1 Post 16 students may access and use their mobile phones within the Sixth Form Centre at all times. Mobile 

phones may also be used in the Dining Hall during lesson time only. Mobile phones must not be used in 
the Dining Hall during break and lunch times. 
 

 The “no mobile phone” policy applies to all Post 16 students in all other areas of the school site, as detailed 
above. Mobile phones must remain out of sight and must not be used, seen or heard in these areas. 
 

 Please note for Post 16 students, if they are using a mobile phone then it will be confiscated for three 

consecutive days from the day of confiscation. If the day of pick-up is not a day they are in school, then 

they will have to come in to collect it. If the mobile phone is seen in their hand, but it is not being used, 

then it will be confiscated until the end of the day.  

 Note – Post 16 students do not require parent/carers to collect their mobile phone. 

4. Additional Guidance – Mobile Phones 
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4.1 Mobile phones must not be accessed or used by students at any time during the school day. The only 
exceptions are Post 16 students within the Sixth Form Centre, or within the Dining Hall during lesson time 
only, as outlined in this policy. This includes using a mobile phone to contact home, including in cases of 
medical need, emergency, or non-emergency situations.  If a student needs to contact a parent/carer, 
they must report to their Student Manager, Student Services, or the First Aider on duty, who will support 
the student and make contact with parents/carers as appropriate. 

Parents/carers are asked not to accept calls or messages from their child during the school day. If contact 

is required, this should be managed through the school so that appropriate support and safeguarding 

procedures can be followed.  

4.2  Students must ensure that files stored on their mobile phone do not contain violent, offensive, degrading 

or pornographic images.  The transmission of such images is a criminal offence.  Students found to be 

engaging in such activities will have their mobile phone/device confiscated and it will be returned only to 

their parents/carers or passed to the police (see ICT Acceptable Use Policy (AUP) and e-Safety Policy). It 

is likely that students will also face sanction in line with the Behaviour for Learning (B4L) Policy. 

4.3 Cyber-bullying is completely unacceptable.  It is a criminal offence under Section 43 of the 

Telecommunication Act 1984 and the Malicious Communications Act 1988 to use a mobile phone to 

menace, harass or offend another person.  The School may involve the police should such actions occur.  

Students found to be responsible for such activities will have their mobile phone confiscated after which 

it will be returned to parents/carers (see ICT AUP and e-Safety Policy) or passed to the police.  It is likely 

that students will also face sanction in line with the Behaviour for Learning (B4L) Policy. 

4.4  Mobile phones should never be used to send unsolicited messages (e.g., voice, SMS, WhatsApp, Snapchat, 

TikTok or other types) to people without their permission. This also includes postings on social media sites 

such as Facebook, WhatsApp, Snapchat, TikTok, Instagram, X or YouTube. Students found to be 

responsible for such activities will have their mobile phone confiscated after which it will be returned to 

parents/carers (see ICT AUP and e-Safety Policy) or passed to the police. It is likely that students will also 

face sanction in line with the Behaviour for Learning (B4L) Policy. 

4.5  It is expected that mobile phones brought into school by staff, visitors and other adults will be switched 

off or to ‘silent’. This is particularly important when in classrooms or during presentations.  Visitors will 

be reminded of the need to switch mobile phones off at the start of all school events, meetings and 

performances. 

4.6 The use of any device to record any meeting is strictly prohibited, unless specifically agreed, in writing, by 

all parties involved. Should this occur, the School will stop the meeting with immediate effect. The School 

will consider a further response following consultation with the Headteacher, Governing Body and/or 

other agencies as required. 

4.7  Communication between staff and students must not take place via personal mobile phones, including 

through calls, texts, messaging applications or other mobile phone-based communication, either in or 

outside of school. 

Where communication is required, staff and students should use approved school systems and devices, 

such as school email, learning platforms, desktop computers, laptops, or other school-managed 

technology, in line with the ICT Acceptable Use Policy (AUP) and e-Safety Policy. 
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4.8  The leaders of an educational visit will carry mobile phones supplied by the school and as part of the 
preparation for the visit student/parent/carer mobile phone numbers may be exchanged. These numbers 
should be deleted after the visit and communication with students and parents/carers will only be made 
using the mobile phone supplied by the school. 

5. Additional Guidance – Cameras, Photographs and Video 

5.1 Pictures/videos of people should only be taken with their full permission. Pictures/videos taken on mobile 

phones or other devices must not be taken in school. Any images/videos of students in school uniform 

should not be published by other students on the internet or any other social networking site. Students 

must respect the wishes of others who do not give permission for their photograph/work/voice to be 

recorded. 

5.2  Pictures/videos taken during school-based activities (e.g. Fieldwork; offsite visits) may be taken with the 

knowledge and agreement of the party leader and only with the knowledge and agreement of the staff 

or students being photographed. Any images/videos of students taken during school-based activities 

should not be published on the internet or any other social networking site by other students. Students 

must respect the wishes of others who do not give permission for their photograph/work/voice to be 

recorded. 

5.3  Any such pictures/videos if found will be deleted and may result in confiscation of the device. 

5.4  If a mobile phone or digital camera contains any inappropriate photos, videos or other digital content 

then the school reserves the right to delete this content.  If appropriate, the school will take copies of the 

inappropriate content and pass this copy or the mobile phone or electronic device to the relevant agencies 

including the Police or safeguarding authorities. Any material the School retains will be deleted once 

subsequent investigations have taken place (please see ICT AUP and e-Safety policies). 

5.5  Mobile phones and electronic devices should not be taken into toilets and changing areas. Any 

infringement of this guideline will be considered as a serious breach of discipline and will be sanctioned 

in line with the Behaviour for Learning Policy and within the guidance in the Mobile Phone, Digital and 

Electronic Devices Acceptable Use Policy. 

5.6  The use of photographic or video material to bully, harass or intimidate others will be treated as a serious 

breach of school discipline. It will be investigated under the School’s Behaviour for Learning Policy, Anti-

Bullying Policy and/or Child Protection Policy or the School reserves the right not to investigate such 

instances of that occur outside of school, but to pass directly to the Police.  Students found to be 

responsible for such activities will have their mobile phone confiscated after which it will be returned to 

parents/carers (see ICT AUP and e-Safety Policies) or passed to the Police. 
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6. Other Policies related to this Mobile Phone, Digital and Electronic Devices Acceptable User Policy 

This policy should be read and used in conjunction with:  

• ICT AUP and e-Safety Policy 

• Behaviour For Learning Policy 

• Conduct in Examinations/Public Examination Guidance 

• Health & Safety Policy 

• Safeguarding and Child Protection Policy 

• Social Media Policy 

• School Code of Conduct 

• Home School Agreement 

• Offsite Visits and LOtC Policy 

7. Monitoring and Evaluation 

This policy will be reviewed by the governors every two years.  Review will involve staff, students, governors and 

parents/carers. 

All staff remain responsible for implementing this policy, although all stakeholders are expected to uphold the 

policy. 

The success of the policy will be evaluated using data from behaviour and safety monitoring. 


